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-- _EC_I_ SUMMARY

_ In exercising its responsibility for overall administration of the

Food Stamp Program, the Food and Nutrition Service (FNS) of the U.S.

Department of Agriculture continually seeks ways to improve the program's

efficiency and integrity. For the past several years, FNS has been exploring

the possibility of achieving such improvements by modifying the system for

-- issuing food stamp benefits. One modification would replace paper food stamp

coupons with an electronic benefit transfer (EBT) system.

As part of this exploration, FNS funded a demonstration of an EBT

system in Reading, Pennsylvania. That system records each household's bene-

-- fits in an "account" in a central computer file. The household has a plastic,

magnetic-stripe benefit card with the account number and other identifying

_ information encoded in the magnetic stripe. The system also involves termin-

als at the checkout counters of participating retailers in Reading. In an EBT

purchase, the terminal reads the recipient's card and establishes an on-line

connection with the central computer, which checks the recipient's account

balance and then debits the recipient account and credits the retailer account

accordingly.

In addition to funding the demonstration itself, FNS contracted with

Abt Associates Inc. to evaluate the demonstration. The evaluation has

resulted in a series of reports examining the development and implementation

-- of the EBT system, the system's performance, and its impacts on administrative

cost, program integrity, and recipients, retailers, and financial institutions

-- that participate in the Food Stamp Program. The evaluation findings are in

many respects promising.

-- Further demonstrations will be needed to resolve some of the unans-

wered questions from Reading, particularly the question of whether an EBT

_ system can operate as economically as the current coupon system. If such

questions are resolved positively, FNS will seriously consider implementing

EBT systems on a non-demonstration basis.

In considering either demonstration or non-demonstration applications,

FNS must decide what types of EBT systems and whay system features are accep-

table to the Food Stamp Program. These decisions will be incorporated in

guidelines for demonstrations, and formalized as regulations for non-demon-
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strations. This report identifies some of the issues that must be decided and

discusses alternative regulatory approaches.

The report draws upon the experience of the Reading demonstration, but

attempts to address the above questions in the broader context of possible

alternative EBT systems. For example, a key option in EBT system design is

the choice between "on-line" and "off-line" systems. On-line systems, which

Reading exemplifies, involve communication between the store terminal and the

central computer before a food stamp purchase is authorized. In off-line

systems, the benefit account resides on the recipient's card rather than a

central computer file, so the transaction authorization is based solely on the

interaction between the card and the store terminal. The report considers

issues raised by both types of systems, but because Reading's is the only EBT

system actually implemented to date, the discussion focuses primarily on that

type of system.

Issues in Establishing Regulations

Two types of regulatory changes will be needed for EBT systems to be

implemented on a non-demonstration basis. First, a number of changes are

needed to alter language that currently prohibits or does not envision EBT

systems. For example, current regulations often use the word "coupons" to

refer to food stamp benefits, and this usage would have to be broadened.

Second and more importantly, many specific requirements for system functions

and performance will have to be included in the regulations to make sure that

an EBT system operates in a manner acceptable to the program.

Functional requirements. Regulations will probably need to specify

the basic functions that a system must perform to be considered an acceptable

electronic benefit transfer system. These include:

· Providing benefit allotments to recipients;

· Allowing recipients to buy authorized items with their

benefits;

· Crediting retailers for benefits they accept;

· Ensuring fiscal accountability; and

· Providing management information.
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-- Regulations for each function will establish some detail about

specific actions that must be carried out to support the function or

__ situations in which it must be performed. For example, they will probably

identify different types of allotments the system must handle, specify when

and where recipients must be able to use their benefits, delimit the

requirements for providing transaction and balance information to recipients

and deposit information to retailers, and define the types of reconciliations

-- the system must perform.

In many instances, policy decisions are required before the

regulations can be framed. For example,

· How many of the authorized stores within an EBT area must

-- be equipped for EBT transactions?

· Under what circumstances must recipients be allowed to

_ convert EBT benefits to coupons?

· Under what circumstances will lost or stolen benefits be

replaced (for example, what happens if an outsider

penetrates a State-maintained system and causes

unauthorized debits to a recipient's account)?

-- · Must off-line systems reconcile recipients' issuances

against the benefits they redeem (the Reading system

contains this feature, but the coupon system does not)?

Design and performance requirements. Beyond the issues of what an EBT

system must do lie questions about system design and performance standards --

-- i.e., requirements concerning how, and how well, the system must perform its

functions.

-- Regulations in this area have somewhat different objectives from the

functional requirements. They seek to protect program integrity, to promote

-- compatibility among EBT systems and with analogous commercial payment systems,

to guard recipient and retailer interests, and to ensure cost-effectiveness.

_ In framing regulations to achieve these objectives, the key question is, how

much is enough? In what areas should regulations enforce compatibility,

security, etc., and what areas should be left to States to judge in designing

their systems?

The main areas in which regulation might be considered are:

· Characteristics of system components, which includes the
choice between on- and off-line approaches, the choice of
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card technology, and the desired level of conformity with

industry standards.

· Security measures, including physical access controls,
communications access controls, controls on manually

authorized purchases, and administrative and operational

procedures.

· Performance characteristics, such as processing times,

system reliability, and system capacity.

· User convenience, in particular the degree to which normal

issuance and redemption procedures are easy and

understandable for recipients and retailers.

Delegation of EBT-related responsibilities. Although States are

responsible for many aspects of Food Stamp Program administration, current

regulations give them the authority to delegate some of those responsibilities

(e.g., to issuance agents) and establish conditions governing the

delegation. EBT systems open several new potential forms of delegation,

including the contracting out of system design and operations and integrating

EBT systems with commercial point-of-sale networks ("piggybacking").

Regulations will be needed to:

· Define allowable types of delegation, with particular
attention to institutional arrangements that might result

in conflict of interest or upset a competitive balance

among private firms.

· Define States' liabilities in the context of various

financial losses that may occur in an EBT system, and

specify what liabilities are to be passed on to

organizations to which the State delegates EBT

responsibilities.

· Specify allowable financial a[ran_ements, which might
include charging commercial institutions for allowing them

to use the EBT system (reverse piggybacking) and cost-
sharing with retailers participating in the system.

· Specify required procurement procedures, and determine
whether EBT systems shall be covered under present
regulations providing enhanced federal reimbursement for

development of automated data processing systems.
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-- CItAPTER 1

I NTRODUCTI ON

The Food Stamp Program provides financial assistance to low-income

households to allow them to purchase food. The program currently relies on

paper coupons as the medium for delivering benefits to eligible households.

Although benefits are determined in terms of explicit dollar values, coupons

are used to "earmark" the benefits so they can be used to purchase only

authorized items.

The Food and Nutrition Service (FNS) of the U.S. Department of Agri-

culture, which has overall responsibility for administering the Food Stamp

-- Program, continually seeks ways to enhance the program's efficiency and inte-

grity. As part of this mission, FNS has explored the possibility of using

-- electronic funds transfer technology to replace the paper food stamp coupon.

This exploration has already involved formal feasibility studies as well as a

demonstration and evaluation of an electronic benefit transfer (EBT) system in

Reading, Pennsylvania. 1

_ The results thus far offer promise for the future of EBT systems. FNS

experience indicates EBT is technically feasible and preferable to paper

coupons from many points of view. Some unanswered questions remain, how-

ever. Among the most important is whether or not an EBT system can be cost-

competitive with the paper system. Ther e is also a question of whether or not

some untested alternative technologies may be preferable to electronic

alternatives.

-- 1See, for example:

Report on the Feasibility of an Electronic Benefit Transfer System for
the Food Stamp Program, Silver Spring, Maryland: Birch & Davis Associates

_ Inc. and The Orkand Corporation, March 1982.

John A. Kirlin, Developing an Electronic Benefit Transfer System for
the Food Stamp Program, Cambridge, Massachusetts: Abt Associates Inc.,
August 1985.

John A. Kirlin and William L. Hamilton, Performance Issues in an

Electronic Benefit Transfer System for the Food Stamp Program, Cambridge,
Massachusetts: Abt Associates Inc., February 1987.

-- William L. Hamilton et al., The Impact of an Electronic Benef[_

Transfer System in the Food Stamp Pro,ram, Cambridge, Massachusetts: Abt
Associates Inc., May 1987.
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Any routine--that is, non-demonstration--implementation of the EBT

concept will require changes in program regulations. Existing program

regulations assume that food stamp benefits virtually always take the form of

paper coupons. 1 The regulations allow and States have implemented several

different kinds of "issuance systems," but all are designed to place paper

coupons in recipients' hands.

The regulations could be superficially modified to allow EBT

systems. Benefits could be defined as either coupons or electronic benefits,

and a brief description of EBT system alternatives could be added to the

current list of issuance systems. Language throughout the regulations could

be altered simply by making changes such as substituting "benefits" for

"coupons ."

Such superficial modification would clearly be inconsistent with the

character of current regulations, however. The current regulations contain

substantial detail on both general principles and specific procedures for

issuing food stamp benefits. 2 Moreover, it would be a risky approach: the

Reading experience has demonstrated the difficulty and complexity of fashion-

ing an acceptable EBT system. EBT system implementation involves many

pitfalls that could impose high costs or defeat the Food Stamp Program's basic

goal of delivering benefits to eligible households.

It is preferable, then, that regulations be carefully crafted to

identify specific requirements for an EBT system in some areas and at least

general guidance at other points. Regulations will have to specify the func-

tions that an acceptable system must perform and provide standards for system

design and performance. They must also define the extent to which a State can

delegate its responsibility for issuing benefits to other parties, such as

contractors or operators of commercial POS systems. In all of these areas,

regulations will have to be framed with an eye to their impact on an EBT sys-

1The only exceptions are in the Commonwealth of Puerto Rico and cer-

tain demonstration projects for elderly SSI recipients, where non-earmarked

cash benefits are provided.

2Regulations for the Food Stamp Program are found in the Code of
Federal Regulations, Title 7 (Agriculture), Subtitle B (Regulations of the

Department of Agriculture), Chapter II (Food and Nutrition Service),

Subchapter C (Food Stamp and Food Distribution Program), Sections 271-285.
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-- tem's fiscal integrity, its cost-effectiveness, its compliance with other

federal laws and regulations, its compatibility with commercial POS systems

_ operating in the same environment, and its impact on the recipients and

retailers who will be the system's primary users.

-- This report seeks to identify the types of federal regulations that

may be desirable if States are to implement non-demonstration EBT systems. It

describes the nature and purpose of possible regulations, and discusses the

reasons why particular requirements might (or might not) be desirable elements

of national regulations.

Several approaches to regulation exist. For example, some regulations

require a particular outcome, such as the accurate delivery of benefits;

others require a particular procedure, such as the type of report a State must

provide to FNS. Regulations may be quite specific about what an EBT system

must accomplish or look like, or they may simply require States to submit

plans for EBT systems, which FNS will review and approve. Each of these

approaches has particular advantages and disadvantages, and existing program

regulations include a combination of all these approaches.

-- For the most part, this report discusses potential EBT regulations as

though each might be specified in the federal code. We take this approach in

_ order to facilitate a full discussion of the issues, but in reality FNS will

probably want to incorporate some points in regulation and others in guide-

lines. For example, given the existence of acceptable design alternatives,

the more flexible guidelines approach is likely to be most workable. Where

one approach appears more feasible than the other, a recommendation is made.

One important qualification is in order. This discussion does not

attempt to frame specific regulatory language, nor to identify specific places

in the existing regulations where requirements could be modified or inser-

ted. Appendix A outlines the current Food Stamp Program regulations, noting

-- sections that contain language inconsistent with an EBT system or principles

that may have implications for a system, either directly or by analogy.

As background to the discussion of regulations, the remainder of this

chapter briefly reviews the basic characteristics of the paper coupon and the

-- electronic benefit transfer systems.
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The coupon system. The paper food stamp coupon is the central element

of the coupon system. FNS contracts to have coupons printed in denominations

of $1, $5, and $10. They are packaged in books with total values of $2, $7,

$10, $40, $50, and $65.

Each month, an eligible household receives an allotment of coupons.

The household may use the coupons to purchase authorized items at any parti-

cipating food retail establishment. The household may receive no more than 99

cents in cash change from a coupon purchase.

To redeem coupons for their dollar value, retailers endorse the cou-

pons, fill out a form, and deposit the coupons in their local banks. The

banks credit the retailers, then pass the coupons on to a Federal Reserve

Bank, which credits the retailers and debits the appropriate Department of

Agriculture account.

The major variations in the coupon system concern the procedures for

getting the coupons to households each month. Each State is responsible for

designing and implementing its own issuance procedures, within regulatory

guidelines defining five major system types:

· ATP system. Recipients get an Authorization-to-
Participate document in the mail each month, stating the

amount of their allotment. They use the ATP and an
identification card at issuance offices to obtain their

coupons.

· Direct mail. Food stamp coupons are mailed directly to

recipients each month by regular or certified mail.

· On-line. Recipients present identification cards to an

issuance agent. The agent verifies the authorization

through direct access to a computerized allotment file and

gives the recipients their coupons.

· Direct delivery. ATPs are mailed to issuance agents.
Recipients present their identification cards, sign the

ATP, and receive coupons.

· HIR system. A paper Household Issuance Record is main-
tained at an issuance office (usually the local welfare

office). Recipients present their identification cards,

sign the HIR, and receive coupons.
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-- The Reading EBT system. In the Reading EBT system, a household's

benefits reside in an "account" maintained in a central computer facility.

-- Instead of sending out ATPs, the State sends allotments electronically to be

added to the recipient accounts.

-- To use the benefits, each household has a magnetic-stripe card and

participating retailers have terminals at their checkout counters. The ter-

minal reads the card and establishes an on-line connection with the central

computer, which checks to make sure the recipient's account has enough bene-

fits to cover the purchase, then debits the recipient's account and credits

the grocer's.

At the end of each day, the central computer totals the day's trans-

actions to determine the amount of benefits each retailer has accepted. An

electronic funds transfer process begins, resulting in deposits to grocers'

bank accounts the next day.

Other possible EBT systems. Although the Reading system is the only

EBT system to be implemented to dater future systems might be developed with

significantly different designs. These alternative designs must be consid-

-- ered, to the extent that they can be anticipated, in formulating regulations

or in contemplating the operational implications of EBT systems.

The most important design differences lie between "on-line" and "off-

line" EBT systems. The Reading system is on-line -- that is, each electronic

purchase must involve an immediate, "real time" communication with the central

computer for authorization.

-- Off-line systems, in contrast, authorize purchases without any imme-

diate external communication. To accomplish this, the recipient's benefit

-- account would probably reside in the benefit card rather than the central

computer. Each new allotment would be electronically added to the recipient's

card rather than to the central acccount. To make a purchase, the retailer's

terminal would read the account balance on the recipient's card, change the

balance to reflect the purchase, and store a record of the purchase in a file

kept in the terminal. The stored purchase records would be totaled daily to

initiate electronic funds transfers to the grocers.

The above descriptions assume that recipients in EBT systems always

redeem their benefits by means of electronic point-of-sale (POS) transac-
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tions. Another variation on the theme, however, would use electronic trans-

actions only to deliver coupons. An automatic coupon dispenser (ACD) would

issue coupons to recipients, through either on-line or off-line transac-

tions. Recipients and retailers would then redeem coupons as in the current

system. A single EBT system could combine both electronic and coupon

approaches, allowing the recipient to choose either ACD or POS transactions.

A final group of major design alternatives concerns the integration of

EBT systems with commercial electronic funds transfer networks, or "piggy-

backing." Many commercial POS systems look very similar to an EBT system: a

consumer card interacts with a retailer terminal to produce either an on-line

or an off-line authorization for a purchase, and electronic funds transfers

move funds from the consumer's account to the retailer's. EBT systems might

therefore be designed to piggyback on existing commercial POS systems, or

conversely. Such integration could occur with any of the EBT configurations

described above.
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-- CHAPTER TWO

FUNCTIONS AN EBT SYSTEM MUST PERFORM

The first task in drafting new regulations will be to specify what an

EBT system must do -- that is, what functions it must perform to meet the Food

Stamp Program's fundamental goal of providing benefits to eligible households.

The most difficult aspect of specifying functional requirements will

be to frame the requirements in a way that encompasses the many possible

designs of an acceptable EBT system. Although the Reading system's design

provides a good baseline, it performs some actions that another system might

not perform, and omits some that another system might include. The largest

variations are likely to exist between on-line and off-line systems, and while

regulations might restrict the use of off-line systems, this paper takes the

approach of assuming that regulations might have to apply to both types of

system.

_- In many instances, a policy decision will be needed before an appro-

priate regulation can be framed. Sometimes this is a decision about how an

_ EBT system should operate, such as whether stolen benefits should be

replaced. Often it is a decision about whether a particular requirement is

really needed or it is more appropriate to leave the matter open to States'

judgements. Both types of issue are raised in the text.

This chapter discusses in turn five basic functions of an EBT system:

· Providing benefit allotments to recipients;

-- · Allowing recipients to use their benefits;

· Crediting retailers for benefits they accept;

· Ensuring fiscal accountability; and

· Providing management information.

2.1 PROVIDE BENEFIT ALLOTMENTS TO RECIPIENTS

The issuance system must provide benefit allotments to recipients.

It will be important for the regulations to define the "provision of

benefit allotments" carefully. What it means for recipients to "have" their

benefits -- i.e., for the benefit allotment to have been provided -- is much

7



different in the coupon and electronic systems. Recipients have their

benefits in the coupon system when they have taken physical possession of

their allotment of coupons. In electronic systems, recipients have their

benefits when the allotment amount has been credited to an account to which

the recipients have access and which can be used to obtain food. The account

will reside in a central computer in an on-line system, or in an access device

in the recipient's possession in an off-line system.

In a system that includes automatic coupon dispensing, as in other EBT

systems, recipients are deemed to have their benefit allotment when their

account has been credited (assuming the recipients immediately have the neces-

sary access). They may subsequently choose to convert some or all of their

allotmentintocoupons. -

It may be desirable for regulations to identify separately three types

of allotment that must be provided, both because they are subject to somewhat

different regulations and because they pose differing system design

requirements:

· Regular monthly allotment, which is subject to a general
requirement that each household must get benefits on about

the same day every month, although different households

may be scheduled for different days. (Historically, regu-

lations have limited the staggering period to the first

half of the month, but the Food Security Act of 1985

provides for staggering throughout the whole month.

· Expedited service allotment, which must generally be
delivered within 5 or 7 days of the application (Section
273.2(i)); and

· Other allotments, which may occur at any time throughout
the month.

Required system actions. Electronic systems will generally carry out

two actions in order to provide benefits. They will _ive recipients an access

device, most likely a card of some sort, and they will credit an account.

There are several variations on this theme, however. For example, an off-line

system might use a card containing allotments for a full certification

period. Each month's allotment would be "released" by a process that would

involve inserting the card in the reader of a special terminal, having the

terminal check the date and determine that the account was still active, and

then having the terminal write a special code onto the card.
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-- Given such variations, it is very difficult to construct regulations

that would require the two actions to be performed, and at the same time use

-- language that readily apples to all potential system designs. Thus it does

not appear desirable for regulations to be more specific than the general

requirement to provide allotments of the three specified types. Specific

procedures for meeting the requirements could be subject to FNS approval as

part of an EBT system plan.

Lost, stolen and damaged cards. Current regulations require States to

replace lost or stolen Authorization to Participate documents (ATPs) and

mailed coupons that do not get to the recipient (in mail issuance systems).

The principle here is that the State is responsible for making sure that

_- recipients have the opportunity to take possession of their benefits. The

State may not replace coupons that recipients lose or have stolen from their

-- possession. However, damaged coupons must be replaced, on the principle that

recipients must have the opportunity to use benefits they have received as

long as it is clear that the benefits have not already been used. Coupons are

also replaced in certain household disaster situations.

_ Equivalent EBT regulations may require States to replace any lost,

stolen, or damaged benefit cards, provided that the replacement does not

constitute replacement of benefits that were in the recipient's possession and

that may still be used (or may already have been used). Rules concerning

benefit replacement for household disasters would presumably apply as in the

coupon system.

The Reading system incorporates three key principles in its

replacement procedures:

· Lost, stolen, or damaged cards are replaced immediately

-- when the recipient reports the problem;

· If a loss or theft results in any debits to the recip-

-- ient's benefit account, those benefits are not replaced;1
and

lit is not likely that this principle would be applied if the loss

-- could be attributed to EBT system operations (e.g., an EBT Center employee

draining benefits from client accounts). The Reading system did not have to
contend with such an incident, however.
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· Any benefits remaining in the account when the loss,
theft, or damage is reported are made available to the

recipient through the replacement card.

These principles cannot be directly applied in off-line systems

because the benefit account resides on the card itself. When a recipient

reports a card loss or theft, the agency will not know how much of the benefit

has already been used, and may have no means of preventing future use of the

benefits. 1 For comparability with the coupon system, then, regulations could

require States with off-line EBT systems to replace lost and stolen cards, but

not place any benefits on the cards until the next issuance that would normal-

ly occur. Damaged cards would be handled similarly unless the remaining

balance could be determined, in which case those benefits would be immediately

placed on the new card.

These principles conflict to some degree with the spirit of the feder-

al regulations governing electronic funds transfers (Regulation E), which

place fixed dollar limits on the consumer's liability in the event of lost or

stolen cards. 2 The USDA's General Counsel ruled in the context of the Reading

demonstration, however, that Regulation E did not apply to an electronic

benefit transfer system.

Whether or not comparable rules should be adopted seems at this point

to be a policy decision. There are two arguments for comparability with

Regulation E. First, the regulation may establish a sufficiently general

precedent for EFT and POS systems that recipients have a reasonable right to

expect to be treated similarly by an EBT system. Second, an EBT system that

is integrated with a commercial POS system may have to adopt Regulation g

conventions to be operationally compatible. The counter-arguments include

comparability with the coupon system and the idea that the monthly issuance

process in the Food Stamp Program provides a reasonable upper limit on the

1This depends on what security features are designed imto the sys-

tem. For example, a "hot list" of cards reported lost and stolen might be

stored in all terminals to refuse authorizations to any card on the list.

This is a costly procedure, however, and off-line systems might well be
designed without it.

2Code of Federal Regulations, Title 12 (Banks and Banking), Chapter II

(Federal Reserve System), Part 205 (Electronic Fund Transfers). See Appendix

C for a brief review of the relevant sections of the regulation.
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-- recipient's liability--that is, a household's maximum does not exceed one

month's allotment, assuming recipients use all their allotment each month.

-- Training recipients. Any electronic system will represent a

substantially new experience for most recipients. The Reading system

_ therefore includes a relatively extensive training session for recipients as

they are issued their cards. The head of household, and sometimes another

household member or an authorized representative, participates in a one-hour

training session including a video presentation and hands-on opportunity to

practice using the EBT card. Given the relatively small number of recipient

problems in Reading, it is clear that the training was at least sufficient,

and perhaps more than necessary. Anecdotal evidence suggests that recipients

-- needed relatively little training once the system had been established and

running for a few months; presumably the diminished need for training stemmed

_ from a general understanding in the community of how the system operated.

Regulations might reasonably require that recipients be provided with

adequate information, while avoiding a specific statement of what is

"adequate." States might be required to submit a system plan that includes a

well-developed plan for training during initial system implementation. After

implementation, training could essentially be left to the States, with only

the general requirement for information.

Provisions for the elderly and disabled. Current regulations require

States to have some means for getting coupons to elderly or disabled house-

holds who have difficulty leaving the home. The regulations suggest mail

issuance or the use of authorized representatives as means to deal with the

-- problem.

In a system like Reading's, where the recipient does not normally have

-- to make any special trips to obtain benefits, 1 the problem is practically

eliminated. Other electronic systems may not necessarily have this feature,

-- however. For example, off-line systems may require a monthly trip to an

issuance point to get the new allotment.

1Households already receiving food stamps when the EBT system was

implemented had to make a special trip to be trained. In the on-going system,

however, most recipients get their cards as part of a normal certification

visit. The main exception is replacements for lost, stolen or damaged cards.

11



Regulations may therefore need a requirement that, if the system

requires recipients to leave their home to receive their benefit allotment,

some mechanism must exist to allow elderly or disabled households to obtain

their allotment without such a trip.

Alternate shoppers. Once recipients have coupons in their possession,

they may (and often do) have some other family member or a friend shop for

them. Retailers may ask to see a food stamp identification card before

accepting coupons, but any household member or authorized representative may

present the household's card (Sec. 274.10).

An access card in an electronic system will generally have more

stringent security features than the paper cards typically used in the coupon

system. These features--such as a photograph, a personal identification

number (PIN), or a biometric verification mechanism--may make it more diffi-

cult for the recipient to delegate shopping responsibility. In Reading, where

the benefit card includes a photo and a PIN, recipients are asked to use a

paper "alternate shopper card" to delegate benefit use. The recipient gives

the benefit card, the PIN, and the alternate shopper card to the designated

shopper. The shopper uses the benefit card in the normal way and, if the

retailer notes the discrepancy between the photo and the shopper, presents the

alternate shopper card as evidence of authorization to use the benefits.

Regulations should require that electronic systems include a procedure

by which recipients can delegate shopping responsibility on an ad hoc basis.

Based on the Reading example, this procedure may be allowed to involve some

compromise of the security of the access device, at the recipient's discretion

(i.e., the recipient must tell the alternate shopper the PIN).

Regulations may require retailers to check the alternate shopper card

when someone other than the recipient is using the EBT card. Such a regula-

tion would mainly be applicable when the EBT card contains a photograph, which

may not always be the case as discussed in Chapter 3. Although there is

little practical means of enforcing the regulation, it may serve to establish

retailer liability for some instances of improper benefit use, if such a

liability policy is desired.
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-- 2.2 ALLOW RECIPIENTS TO USE BENEFITS TO OBTAIN FOOD

The system must allow recipients to use their benefits to purchase

-- authorized items at establishments participating in the Food Stamp Program.

Regulations might explicitly state this principle. No equivalent

-- language exists in current regulations covering the coupon system, presumably

because no variation is allowed in this aspect of the coupon system. Nonethe-

-- less, current regulations establish a number of principles for the use of

coupons that apply equally to electronic systems:

· They may be used only by the recipient household or other

persons designated by the household.

_ · They may be used only to purchase eligible food items for

the household (with special provisions for Alaska).

· They may not be used to pay for previously purchased

-- items, nor for advance payment.

These points require no new regulations, although a change in language is

required for current regulations to apply to electronic benefits as well as

coupons.

When and where. Regulations might cover the "where" and "when" of

benefit use. For the electronic system to function as the coupon system does,

-- recipients will have to be able to use their benefits at any participating

establishment, at any time the establishment is open for business.

Any regulation attempting to enforce this kind of functioning will

have to be carefully framed, for two reasons. First, although a recipient

-- with coupons may use them at any participating store in the United States, no

electronic system in the near future will be geographically universal.

_ Second, mixed electronic/coupon systems will require a specification of which

kind of benefit is meant. Would it be sufficient, for example, for POS

terminals to function only from 9:00 AM to 6:00 PM--i.e., for electronic

benefits to be usable only during that period--if the recipient could get

coupons and use them at other times?

Relevant to these issues, the Reading system applies three key princi-

ples:

· Broader _eo_raphic boundaries for stores than recip-
ients. The system must allow participation by any store
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located within a reasonable shopping range of the areas

where participating households reside, providing that the

store is authorized to participate in the Food Stamp Pro-

gram and requests participation in the electronic system.

· Manual transactions. The system must provide a mechanism
allowing recipients to use their benefits in situations

where electronic transactions can not be completed. (Note

that, in a system with coupon dispensing, this principle

implies that it is unacceptable to require the recipient

to leave the store, obtain coupons from a dispenser, and

return to make the purchase.)

· Conversions to coupons. When a recipient can not use any
of the electronically equipped stores for an extended

period of time, for good cause, the system must allow the

recipient to convert electronic benefits to coupons.

Regulations embodying these three principles would go some distance

toward ensuring that recipients can use their benefits anytime at any partici-

pating store.

A remaining policy question, however, is whether all establishments

participating in the coupon system would have to be equipped for electronic

POS food stamp purchases, assuming the stores wish to be equipped. A State

might wish to place the electronic system only in certain areas, or to exclude

certain kinds of stores within an area generally equipped for POS (especially

in a coupon dispensing system).

If FNS wishes to distinguish between a store's authorization to

participate in the Food Stamp Program and its participation in an EBT system,

some regulation is required. Any of the following policies might be consid-

ered for a particular EBT system:

· All retailers within the EBT area could be required to

participate in the EBT system or lose their program
authorization.

· Stores could be allowed to choose whether or not they wish

to participate in the EBT system, and remain authorized to

accept coupons even if they decline EBT participation.

The Reading system uses this approach.

· Stores could be allowed EBT participation only if they

meet some criterion, such as a minimum number or value of

food stamp redemptions, and otherwise allowed to continue

accepting coupons. This policy would probably have the

effect of reducing food stamp sales in stores not allowed

to participate in the EBT system. It would represent a
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-- change from current practice, in which all authorized

stores are treated equally by the program. Whether or not

such a change is acceptable is a policy decision.

· Stores could be automatically allowed to participate in

EBT if they meet some criterion, and otherwise allowed to

participate only if they share in the cost of their EBT

-- equipment or transactions (the issue of retailer cost

sharing is discussed further in Chapter 4). Again, the

policy question is whether some stores authorized to

-- participate in the Food Stamp Program can be treated

differently from other authorized stores.

_ A related issue is whether retailers equipped for POS transactions

shall also be required to accept food stamp coupons. In small systems or sys-

tems with coupon dispensing, retailers can be expected to continue accepting

coupons because the volume of potential coupon sales will still justify the

modest costs. In larger systems, however, coupons could become sufficiently

rare in some areas that many stores might want to stop accepting them. This

of course would restrict the flexibile benefit use currently available to cou-

-- pon recipients. If ensuring this flexibility is important, regulations will

have to require all participating establishments to accept coupons, regardless

_ of whether they accept electronic benefits.

The coupon conversion function also raises policy questions. Recip-

_ ients might wish to convert electronic benefits to coupons in several

circumstances:

· They are moving out of the area served by the electronic

system;

· They are planning to spend some time outside the area

served by the electronic system, but not to move;

· They live near the boundary of the area served by the

-- electronic system, and normally shop in stores that are

not equipped for electronic transactions; and

_ · They normally use stores equipped for electronic trans-

actions_ but want to shop at a particular non-equipped
store.

Deciding which situations will be handled by coupon conversion

involves a tradeoff between recipient convenience_ on the one hand, and the

-- confusion and costs of operating dual systems on the other. The principle

applied in Reading would require a system to offer coupon conversion in the
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first situation (moving) and at least sometimes in the second (e.g., for

extended visits outside the EBT area). Unless a regulation explicitly

requires or prohibits conversions in the other two situations, the State could

make its own determination of whether to do so.

A technical issue arises in coupon conversion because coupons come

only in integer dollar values, with the smallest coupon book valued at $2. A

recipient's EBT account has a value expressed in dollars and cents, and after

purchases the value may be as small as $.01. Coupon conversion rules will

have to specify how to handle non-integer balances and balances under $2. The

Reading policy is to round upwards to the nearest full dollar amount, or to $2

if the balance was less than $1.

If widespread implementation of EBT systems is envisioned, procedures

will have to allow a recipient leaving one EBT area to use existing benefits

in a destination EBT area. If the program maintains a principle of universal

acceptability of coupons, converting EBT benefits to coupons may remain the

simplest procedure. The other logical possibilities are a paper "benefit

transfer draft" that FNS would establish as the national medium of exchange

between systems, or an inter-EBT system network allowing direct electronic

transfers.

Equipping and trainin_ retailers. An electronic system must have

procedures for placing any necessary equipment in participating retail

facilities; ensuring the availability of needed communications, energy, or

other services; and maintaining the equipment in good working order. The

system must also provide for any necessary training and information for

retailers to operate the system.

A policy decision is required as to the State's responsibility for

these functions. In the coupon system, FNS' regional and field offices are

responsible for authorizing stores to participate in the Food Stamp Program,

and also for providing the stores with the information and materials they need

to participate. The latter responsibility, however, is much more limited than

the responsibility for installing and maintaining terminals and training

people in how to use them. It is therefore necessary to decide which parts of

this function will be the State's responsibility, and frame regulations with

that requirement.
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-- Another policy question is how many of a store's checkout locations

must be equipped for electronic food stamp transactions. Although the Reading

_ system places terminals at all counters, this may not be necessary. Current

regulations prohibit discrimination: "No retail food store may single out

coupon users for special treatment in any way." (Sec.278.2(b)). This seems to

imply that the equipment pattern must not create a discriminatory situation --

that is, a situation in which all food stamp recipients and only food stamp

-- recipients are required to use a particular checkout location. It appears

possible to meet this requirement by having only a single counter equipped,

-- however, if certain other types of customers are also excluded from the non-

equipped counters. For example, all customers paying with checks, manufactur-

-- ers' coupons, or food stamp benefits could be required to use specified count-

ers. Some retailers already have analogous restrictions, such as limiting the

"express lanes" to cash purchases only.

If stores do not require other classes of customer to use the counters

equipped for food stamp transactions, it is not clear whether the discrimina-

tion concern can be satisfied while equipping some but not all counters. Per-

haps it will be deemed satisfactory to have a specified proportion (e.g., a

majority) of the counters equipped. A legal judgement and/or policy decision

will be needed on this point. It should also be noted that some retailers may

-- prefer to have all checkout locations equipped, in order to provide maximum

service and avoid disruptions (e.g., when the food stamp recipient gets to the

_ head of the line only to discover that the counter is not equipped for food

stamp transactions).

-- A possible regulatory approach is to focus on the outcome rather than

the procedure -- that is, simply require that the electronic systems not

engender patterns of discrimination against food stamp recipients in the

retail establishment. States might be required to submit to FNS a plan indi-

cating how this requirement would be met. FNS could then review the plans on

a case-by-case basis to determine whether they meet the spirit of the policy.

Purchase and credit transactions. An electronic system must support

both purchases and refunds or credits to allow recipients to use their

benefits. It may be desirable to require explicitly that an electronic system

-- support these functions (although the purchase function is so obvious that a
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requirement may be unnecessary). Some additional principles that could be

incorporated in regulation include:

· Retailers may not give cash change from food stamp pur-

chase transactions (i.e., regulations permitting cash

change from coupon purchases do not apply).

· Any retailer refunds or adjustments for food stamp pur-
chases must take the form of credits to the recipient's

food stamp account. Although this was the Reading

practice, it would be consistent with the spirit of
current regulations for refunds to be provided as $1

coupons plus cash change up to $.99 (although the

regulations do not specifically mention refunds). A

policy decision is required to determine whether

coupon/cash refunds should be allowed in an EBT system.

Account maintenance. An electronic system must maintain an "account"

with a "balance" indicating the value of a household's available benefits.

The account balance at any time represents the cumulative sum of benefits

issued or otherwise credited to the account (e.g., through refunds) since the

account was opened, 1 less the value of purchases and other debits to the

account (e.g., coupon conversions). Account maintenance procedures must allow

the recipient to carry a positive balance forward from one month to the next.2

Because this function does not exist in the coupon system, existing

regulations hold the State responsible for the "timely and accurate issuance

of coupons," but have no wording that would cover the responsibility for

maintaining an accurate balance. Accordingly, a regulation to this effect is

probably necessary (although the function is so obviously central it is hard

to imagine it not being done in the absence of a regulation).

An on-line system, like Reading's, will maintain recipient accounts in

a central computer file. In an off-line system, the recipient's benefit card

will maintain the account. The physical form of the record could take various

1An off-line system might be designed to give the recipient a new card

with each issuance. The recipient would redeem the value on that card and

then dispose of it. In such a system, the available "balance" would actually

be the sum of the balances on all the cards still in the recipient's

possession.

2About a third of the active Reading recipients, on average, end the

month with a positive balance in their accounts. Usually the balance is very

small (less than $1 or 1 percent of the issuance).
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-- forms in off-line systems, depending on whether the benefit card uses magnetic

stripe, microchip, or laser technology. These variations mean that the langu-

_ age of regulations will have to focus on the functions to be performed with

the account while being inclusive as to location and physical form.

-- Regulations could specify that the system for maintaining recipient

accounts must allow them to be credited for each benefit issuance or refund

and debited for each purchase or coupon disbursement. The account balance

must be accurate and current (with an exception for manually authorized

transactions).

Balance adjustment. An electronic system will have to be capable of

electronic balance adjustments -- i.e., adjustments to the value of the

recipient's electronic account. Policy decisions will be required in order to

establish regulations in this area.

Balance adjustments might be required in several situations:

· A recipient's account is accidentally under-credited
(i.e., the credit is less than the intended allotment

amount);

-- · A recipient's account is accidentally over-credited; or

· Unauthorized debits are posted to a recipient's account,

either by accident, through insider manipulation, or

through outsider tampering.

Note that the balance adjustment in an on-line system takes place in the

central computer file that maintains the recipient account. In an off-line

system, where the balance on the recipient's benefit card effectively deter-

mines how much the recipient can spend, 1 and necessary adjustment must be made

on the card itself.

In the coupon system, the allotment amount is sometimes adjusted,

generally because the recipient realizes that the amount is erroneously low.

-- An erroneously high allotment discovered by the agency may be recovered, but

1The balance on the card may sometimes be incorrect--that is, may not

-- reflect the amount of benefits the recipient should have available--but it

nonetheless determines what transactions may take place. This issue is
discussed further below.
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usually by deductions from future allotments. Virtually no adjustments are

allowed for coupon loss or theft, however.

In the Reading system, program personnel adjusted recipient accounts

in a few instances when erroneous credits resulted from a problem with the

electronic issuance posting. Otherwise, the policy held that benefits in a

recipient's account were the equivalent of coupons in the recipient's posses-

sion, and hence balance adjustments were not allowed for unauthorized debits.

Regulations will need to cover the following points:

· Recipients must be given additional benefits if their
account is credited for less than the correct allotment.

This can be done by means of a balance adjustment or a

supplemental issuance. The regulation might include a

timeliness requirement (e.g., within two working days of

the discovery or report).

· If an over-credit is discovered and the recipient has not

already used the benefits, the amoun t in error must be
deducted from the recipient's balance. _ A policy must be
established concerning any necessary notification to the

recipient of such an adjustment.

· If an over-credit is discovered and the recipient's

balance is not sufficient to cover the appropriate adjust-

ment, procedures must exist for recovering the erroneous

amount. Regulations pertaining to the recovery of

overpayments may be applicable here (Sec. 273.18).

In addition, regulations will have to identify any situations in which

the recipient will be given benefits to compensate for unauthorized debits, or

specify that no unauthorized debits shall be compensated. It may also be

necessary to define what constitutes proof of an unauthorized debit.

1Alternatively, the adjustment could be effected by reducing the

amount of the next issuance. Over-issuance incidents that occurred in Reading

suggest the desirability of an immediate adjustment to the balance, in at

least some situations. These were incidents in which a system error resulted

in posting extra issuances to recipient's accounts. A few of the erroneous

credits were very large--large enough to equal several issuances. The errors

were discovered within hours, or at most a day or two of their occurrence. In

such a situation, it is more reasonable to remove the erroneous issuance

immediately than to wait, let the recipient spend it, and then reduce the
amount of future issuances.
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-- Overdrafts. Although recipients in the coupon system can not use more

coupons than they have, an electronic system necessarily has some potential

_ for overdrafts. The Reading system for manually authorized purchases allowed

some overdrafts to occur, and most other system designs will entail similar

possibilities. Moreover, a system malfunction could lead to an overdraft.

For example, if a recipient's purchase transactions are accidentally posted to

the wrong account, the recipient might over-spend before the error is discov-

ered.

Overdrafts are obviously undesirable, but it is unlikely that they can

be precluded by regulation. Two regulatory approaches to control the problem

are possible:

· Hold the State liable for some or all of the value of

overdrafts. This approach might apply particularly to

overdrafts arising from system errors.

· Establish procedural regulations intended to limit over-

drafts--or Federal liability for overdrafts--in those

areas in which they are most likely, such as manual trans-

actions. The Reading system employs a procedure in which

a household's maximum overdraft is $35 in a day (if the

_ procedure is followed correctly). It is probably not wise
to mandate this procedure for all electronic systems,
because differing manual authorization mechanisms will be

appropriate with different system designs, especially off-

i_ line systems. Regulations could require that manual
authorization procedures have a maximum overdraft liabil-

ity of a specified dollar amount, or the State could be

_ held liable for anything over that amount.

A special kind of overdraft may occur in off-line systems. The

-- account balance on the card, which determines what the recipient can purchase,

may become incorrectly large, either through a system problem such as card

failure or through tampering. In this case recipients may redeem more bene-

fits than they have received, even though the balance on their card is not

overdrawn. In the absence of actual experience with off-line systems, it is

not known what procedures will prevent this kind of overdraft. Regulations

for off-line systems could hold the State liable for such overdrafts,

-- however.

The extent of State liability for overdrafts is a policy decision, and

a complex one. Current regulations tend to hold States liable for losses that

might reasonably be prevented by the correct application of prescribed proced-
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utes. Thus, States are liable for coupon losses from inventory and for

coupons issued in exchange for expired ATPs, but not for coupons issued in

exchange for counterfeit ATPs. The line is difficult to draw with overdrafts,

because it is clear that any system will allow some overdrafts. The main

possible directions for policy seem to be:

· Hold States liable for all overdrafts. In a tightly

designed system, overdrafts should be rare enough that the

liability is not punitive (at least in an on-line environ-

ment). Nonetheless, the policy provides an incentive to

States to minimize overdrafts, possibly at significant

cost or inconvenience to recipients and retailers. At the

extreme, the policy motivates the State to allow no manual
authorizations at all.

· Establish a performance standard--i.e., an allowable total
value of overdraft losses--and hold States liable for

losses exceeding that level. The Reading demonstration
does not provide data on actual losses, but a reasonable

performance level for that system design is likely to fall

in the range from one-thousandth to one-hundredth of a

percent (.00001-.0001) of total issuances. 1 Different

performance levels might be established for different

system designs, based on experience.

· Require FNS approval of States' procedures concerning

manual transactions and any other potential overdraft

situations and monitor States' implementation of those

procedures, but do not hold States liable for losses.

This allows FNS to make the tradeoff between participant
convenience and losses. It minimizes the incentive to

States to control losses, howvever, and might lead to

leass aggressive implementation policies, such as actions
to recover losses from future issuances.

Information for recipients. The system must provide recipients with

information about their "account balance"--that is, the amount of food stamp

benefits available to them.

Because the system, rather than the recipient, maintains the account,

it is obvious that the system must give recipients information about the

balance. But exactly what will satisfy this general requirement, and what

should be included in regulations, is a difficult policy decision.

1See Hamilton et al., pp. 91-92.

22



-- Regulation E requires that consumers be provided with relatively

extensive information about electronic funds transactions--generally more

_ extensive than the information provided in the Reading system. As in the area

of consumer liability, the fact that commercial POS systems comply with these

requirements may establish a set of conventional expectations to which food

stamp administrators will want to respond, or which will serve as the basis

for client advocates' demands. Moreover, any attempt to integrate EBT with

commercial systems may require the EBT system to conform to the commercial

system's reporting practices, which will be governed by Regulation E.

The major types of information that could be provided are noted below,

along with the Reading and Regulation E approaches to each:

· Purchase record. The Reading system provides a receipt

for every food stamp purchase. Consistent with the

requirements of Regulation E, the receipt includes the

-- amount, date, and time of the purchase, the identity of

the retailer, and a transaction number. The receipt also

shows the balance remaining after the transaction (not a

RegulationE requirement).

The American Banking Association's draft guidelines for

POS systems contain an additional information require-

ment. They require the consumer to have visual verifica-

tion of the purchase amount and to approve it before

authorization. For example, the customer may have to

-- press an "ENTER" button while the terminal displays the

purchase amount.

-- * Balance inquiry. The Reading system provides several
means, in addition to the receipt, by which recipients can

find out their remaining balance. Using a touch-tone

telephone, they can call up an audio response unit

attached to the central computer, and a synthesized voice

tells them their balance. Balance inquiries can be made

from any terminal at a checkout counter. Some stores have

-- balance-only terminals, which respond to a recipient query

by showing the balance in the terminal's display panel.

Finally, they can go to the local welfare office, where a

_ worker can obtain an account balance.

The Reading balance inquiry capability generally provides

at least as much information as commercial systems. Regu-

-- lation E has no specific requirement on this point. The

draft ABA guidelines for POS systems would actually prohi-

bit balance inquiries at attended terminals, presumably to

preserve the privacy of individual account information.

(At the same time, the ABA equipment guidelines for POS

terminals require them to be able to carry out a balance
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inquiry function.) It is conventional for customers using
Automated Teller Machines to be able to find out the

balance in accounts they can access with their ATM card,

although this capability may be limited (e.g., to normal

banking hours). Information about the unused portion of a

credit balance or daily transaction limit is not generally

conveniently available.

· Issuance record. Reading recipients received no specific

information on issuances. Regulation E requires that con-
sumers be notified of electronic transfers to their

accounts.

· Balance adjustment record. Reading recipients received no
specific information on balance adjustments. Regulation

E has no specific requirement for separate information

about such transactions, although it generally requires

some customer notification for all transactions affecting
the balance.

· Account activity summary. The Reading system did not
provide regular statements of account activity. Recip-

ients could go to the welfare office, where workers could

obtain on-line information on all transactions (except

balance adjustments, which produced no transaction

record). Regulation E requires the card-issuing institu-

tion to provide a monthly statement detailing all elec-

tronic account activity; in debit card systems, this

requirement is usually satisfied by the bank statement for
the customer's deposit account.

Food Stamp Program regulations in this area will need to establish the

minimum level of information that an EBT system must provide. The principles

applied in Reading suggest that this minimum is a printed record of each pur-

chase transaction and the balance remaining after the transaction, and on-

demand information about the current account balance at any time. Because the

telephone inquiry does not seem to have been important to most Reading recip-

ients in keeping track of their balance, however, an acceptable minimum might

be to have balance information available from any EBT-equipped store at any

time the store is open for business. In off-line systems, the telephone

inquir M is infeasible because the balance is maintained in the recipient's

card and the central computer has at most an approximate knowledge of the

balance amount (i.e., at the very least, information about earlier trans-

actions during the day has not been sent to the central computer).

Inactive accounts. Once coupons are issued to a household, the Food

Stamp Program ceases all household-specific tracking of the benefits. The
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coupons have no expiration date. Hence, recipients may use the coupons

immediately, after a short or long delay, or never.

-- In an on-line system, the State maintains an account containing each

household's benefits. A household that stops "participating" in the Food

_ Stamp Program, in the sense that it stops receiving new allotments, may still

have benefits in its account. This occurred in Reading for a substantial pro-

portion of all cases--perhaps one-fourth to one-third of all households that

ceased participating.

A number of other situations can create inactive accounts in an EBT

system. These include accounts that are established but never activated

because the recipient never appeared for training; accounts that are activated

but never used; and zero-balance accounts of households no longer receiving

food stamps.

It is clear that inactive accounts should not be maintained indefin-

itely in an EBT system. The question is when to take the accounts off the

system, and what to do with remaining benefits.

Data from Reading indicate that gaps in account activity rarely exceed

two or three months. Only a handful of cases were observed -- less than half

of one percent of all accounts that were observed to become inactive with a

-- positive remaining balance -- in which an account became active again after

five or more months of inactivity. This suggests that regulations might safe-
1

_ ly require inactive accounts to be maintained in the system for six months.

Another policy decision is required concerning the handling of

-- benefits remaining in inactive accounts after six months. The alternatives

range from "destroying" the benefits -- that is, allowing the recipient no

further access -- to maintaining records that would allow a recipient to claim

the benefits through some specified time period. Whatever the decision, it

-- 1The Reading system has no general policy for taking inactive accounts

off the system. When the State converted from the original EBT equipment to

new equipment in the extended demonstration, accounts with a zero balance and

_ no activity for an extended period (about nine months) were taken off the
system. This was a one-time event, however: no policy exists for routine
removal.
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will have to be incorporated explicitly in regulation, because no clearly

analogous situation exists in the coupon system.

Laws and regulations governing funds in inactive bank accounts are

probably not directly applicable here, but may provide a useful point of com-

parison. Procedures are subject to both State and federal regulation, and

therefore vary from State to State. Often, if an account has been inactive

for a period of some years and the bank can not locate the owner of the

account, the funds are forfeited and become the property of the government.

An off-line system may present somewhat different problems. Benefits

on the card are similar to coupons, and conceptually could be used at any

time. However, the off-line system is likely to involve some security codes

that change periodically, which means that recipients who do not use their

cards for an extended period may have attempted POS transactions rejected.

The recipient might then have to go to an issuance point or to the local food

stamp office to have the card re-validated. Policy must determine the minimum

allowable length of an inactive period before re-validation will be required,

and whether there is any period after which benefits are forfeited.

Another potential issue in an off-line system concerns the availabil-

ity of unclaimed allotments. If the system requires recipients to visit an

issuance point each month to have the new allotment credited to the card, the

recipient might fail to make the trip for one or more months. Again, policy

must determine how long the EBT system must hold the benefits available at the

issuance point, and whether the benefits shall be destroyed after some

period. This issue has an analogy in the ATP system, where ATPs expire at the

end of the month for which they are issued. Benefits not claimed by the ATP

expiration date are lost.

2.3 CREDITINC RETAILERS

An electronic system must credit retailers in dollars for electronic

food stamp benefits that they accept in payment for eligible items.

Unlike the coupon system, in which a single set of procedures for

crediting grocers applies nationwide, crediting or "settlement" procedures in

electronic systems may vary from one system to the next. The procedures will

have two common elements:
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-- · Information on individual purchases and refunds is

assembled at some central location(s); and

· Deposits are made to retailer accounts in local banks.

Many systems, like Reading's, will rely on one or more financial institutions

_ to initiate funds transfers to the retailers. These systems will have a third

key element:

-- · The institution initiating the deposits is reimbursed by
USDA.

In the Reading system, each purchase or refund transaction instantly

creates a record at the EBT Center. Once a day the Center reads the records

and creates a summary of the amount due each retailer. This information is

formatted as prescribed by the Automated Clearing House to initiate transfers

to each retailer, a tape is sent to a local ACH interface bank, and the bank

-- sends it on to the Philadelphia Federal Reserve Bank, which uses the ACH

system to transfer funds from the interface bank to the retailers' banks. The

interface bank makes a wire funds request through the New York Federal Reserve

Bank for funds to cover the retailer deposits; the funds come from a USDA

account with the U.S. Treasury.

Alternative procedures might have transaction information stored in

-- the grocery store terminals, with the central computer calling up each termin-

al to retrieve transactions once a day (this procedure is likely in an off-

line system). Rather than use the ACH, all local banks serving participating

retailers might establish accounts at a local clearinghouse bank; when the

clearinghouse bank gets the deposit information, it transfers funds directly

into the destination banks' accounts. USDA might also have an account with

the clearinghouse bank, so the clearinghouse bank would simply be transferring

funds from one of its depository accounts to others.

Off-line systems could use the same general procedures, or might adopt

-- settlement procedures more closely resembling the coupon system's redemption

process. A file of transactions might be accumulated during the day on a

_ portable storage medium, such as a cartridge tape or a floppy disk. Retailers

would take the file to their local bank, which would read the file, total the

transactions, and credit the retailer account. The bank would then combine
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retailers' transaction files to submit a transfer request to the Federal

Reserve Bank.

Unless a policy decision is made to restrict the choice of settlement

procedures, regulations requiring performance of this function will have to be

phrased rather broadly. The basic requirement is simply that retailers be

credited accurately for benefits received.

Timing of settlement. The Reading system credits retailer accounts

each normal bank business day. The EBT Center "bundles" all transactions made

during a specified 24-hour period, such as from 2:00 PM to 2:00 PM. A

purchase made on a Thursday morning, for example, is captured in the bundling

operation Thursday afternoon, resulting in a credit to the retailer's bank

account on Friday morning. A purchase made after 2:00 on Thursday is captured

in Friday's bundling operation, and results in a deposit to the retailer's

bank account on Monday morning.

This daily cycle is not mandated by any external regulations. The ABA

draft guidelines for POS systems indicate that settlement shall take place on

normal banking days, but do not specify a time between transaction and settle-

ment. Nonetheless, daily settlement is the conventional practice in commer-

cial systems. Daily settlement affords a level of service to retailers rough-

ly comparable to the coupon system, assuming that the retailer takes each

day's coupons to the bank the following morning and that the bank credits the

grocer's account immediately upon receiving the coupons. (In practice, many

retailers to not make daily deposits and some banks wait until they receive

credit for the coupons, which may be several days, before crediting the

grocer.)

It is therefore reasonable for regulations to require an electronic

system to credit retailers within two bank business days of accepting food

stamp benefits. A system that uses a late cutoff time for settlement may be

able to post all credits the next day, but an early cutoff time like Reading's

means that some sales will not be credited until the second day after they

occur,

Informin_ retailers. An electronic system must provide retailers with

two kinds of information about food stamp activity: records of individual

food stamp purchases or refunds, generated within the store at the time of the
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-- transaction (transaction records); and information about deposits to retailer

bank accounts (deposit records).

This function enables retailers to make sure that the correct amount

is deposited to their account. It may also serve as management information,

_ allowing retailers to see the volume and value of food stamp transactions by

time, cashier, or checkout station.

-- Although their form varies, paper transaction records produced at the

time of the transaction are universal in commercial POS systems. Many systems

use a multi-copy receipt form which the cashier inserts into the printer;

after printing, the cashier gives one copy to the customer and puts the

other(s) in the cash drawer. The Reading system produces transaction records

in the form of a "journal tape" maintained by the printer attached to each

store terminal. The tape is, in effect, a carbon copy of the receipts printed

-- for customers. The terminal also maintains in computer memory certain summary

information about transactions occurring between the time the terminal is

signed on and the time it is signed off. At sign-off, the terminal prints out

the summary information.

-- Neither Regulation E nor the ABA guidelines explicitly require that

the merchant receive immediate documentation of individual transactions. Nor

_ does the coupon system have any analogous requirement. Nonetheless, the

retailer clearly needs some basis for verifying the accuracy of credits

received. It seems desirable therefore for regulations to require the elec-

tronic system to provide the retailer with immediately available documentation

of each transaction. A policy decision must determine whether to require this

as hard-copy documentation, or whether a machine-readable record (for example,

a record maintained in the terminal's computer memory) will suffice.

It is clear that retailers need a record of each food stamp-related

deposit to their bank accounts, but the necessary timing is less clear. In

-- the coupon system, the retailer gets a deposit record immediately upon taking

coupons to the bank. Commercial POS systems typically provide daily credit
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information to merchants, although they may document the initiation rather
1

than the completion of a transfer.

In the Reading system as originally designed, retailers' monthly bank

statements were their only deposit information. This proved insufficient for

many retailers, however. Many complained, and some telephoned their banks

periodically for information. As redesigned in the extended demonstration,

retailers can call a special number at any time to learn the amount of their

previous day's deposit.

How frequently to require deposit information is therefore a matter

for policy decision. One regulatory approach would be simply to require that

information be provided, and let the State determine its frequency, presumably

in response to retailer demands. This strategy entails some risk that a State

could design a system which, upon implementation, would prove sufficiently

unsatisfactory to threaten retailer participation, which could result in

costly redesign. A lower-risk approach would be to require the electronic

system to provide information at least monthly, but to be capable of providing

daily information upon retailer request.

2.4 ENSURING FISCAL ACCOUNTABILITY

An electronic system must incorporate procedures that ensure the

legitimacy and accuracy of all transactions and account balances. This

includes reconciliation procedures to be performed as a routine part of system

operations and the generation of records that serve as an audit trail for

external review.

lin most systems, a discrepancy between a transfer initiation and the

deposit can occur only by error. In some commercial POS systems, however, the

electronic transaction is equivalent to a check. That is, it results in a

transfer request, which may be denied if the customer's account has insuffi-
cient funds. In this situation, the transfer initiation record should corres-

pond to the merchant's transaction record, but may differ from the actual

amount deposited. This discrepancy will be resolved through "return items,"

i.e., transfer rejection records.

Although one could conceive of an EBT system in which the retailer

runs some risk of not being credited for electronic benefits accepted in good

faith, no such system has been proposed. The principle of no retailer risk is

inherent in the basic requirement stated at the beginning of this section,

that authorized retailers must be credited for all food stamp benefits

accepted in payment for eligible items.
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-- This general requirement reflects the spirit of a number of specific

regulations in the coupon system that require reporting and reconciliation

_ activities by State and federal agencies. The specific points of reconcilia-

tion in an electronic system differ from those in the coupon system, how-

ever. The electronic system's reconciliation requirements cover issuances,

credits, and account balances, described in turn below.

Issuance reconciliation. The electronic system must verify that

benefit allotments credited to recipient accounts correspond to the benefit

allotments authorized by the State.

The coupon system similarly requires issuance reconciliation. For

example, States with ATP systems are required to maintain records of ATPs

generated and ATPs actually exchanged for coupons, and to reconcile the two

(FNS Form 46). They must also report on coupon inventory, reconciling inven-

-- tory on hand against the previous inventory, deliveries received, and coupons

issued in exchange for ATPs (FNS Form 250).

The Reading EBT system implements this principle of issuance reconcil-

iation through two procedures:

· Transmission acknowledgment. Each time the EBT Center
receives from the State a list of issuances to be posted

to recipient accounts, it computes the total value of
-- those issuances and sends the information back to the

State for verification against a total computed before the
transmission.

· Transaction comparison. The EBT Center periodically pre-
pares a computer tape listing each benefit allotment

credited to each recipient account. The State compares

this information to its record of issuances generated dur-

ing the month. This reconciliation is analogous to the

State's monthly reconciliation of ATPs accepted in

-- exchange for coupons, resulting in the FNS Form 46 report.

Different system designs may require somewhat different kinds of

-- regulations. In an off-line system, for example, it may be important so

distinguish between two steps in the issuance process: one that results in a

-- computer file listing benefit allotments available to recipients; and one that

adds the amount of the benefit allotment to the balance in the recipient's

benefit card.
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Regulations can probably cover the various possible system designs

with three basic requirements:

· The State must maintain records of the benefit allotments

intended for each household, separate from records main-

tained within the EBT system (in other words, a record of

the issuances transmitted to the EBT system).

· The State must maintain records of the allotments actually

provided to each household. In an on-line system, this

means allotments posted to the account maintained by the

EBT Center. In an off-line system, it refers to allot-

ments credited to the balance on the recipient's card.

· The State must reconcile these two sets of records at

least monthly. Any intended issuances not resulting in
the provision of the intended allotment to the household

must be explained in the reconciliation (in the off-line

example above, this would include situations in which the
household failed to have some or all of the available

allotment added to the benefit card). Similarly, any
credits to recipient accounts not corresponding to an

intended issuance must be explained.

These reconciliation procedures are roughly comparable to the

reconciliation reported in the FNS 46 in ATP/coupon systems. Because an EBT

system has no direct analogy to a coupon inventory (i.e., a stock of unissued

benefits}, there is no need for reconciliation requirements comparable to that

of the FNS 250.

Settlement reconciliation. The second critical area for reconcilia-

tion concerns the flow of benefits out of the electronic system--i.e., the

credits to grocers. This process may be structured in various ways, but will

revolve around three settlement functions:

· Credit and refund transactions will be summarized to

determine the net value of credits due each retailer.

· Funds transfers to those retailers will be implemented.

· A corresponding transfer from USDA funds will occur.

The logical points of reconciliation depend in part on how the

responsibility for settlement is organized. In the Reading system, for exam-

ple, the EBT Center summarizes transaction data into a list of transfers

required, and sends the information to an ACH interface bank. Hence one

reconciliation is a transmission acknowledgement, in which the interface bank
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-- reads the total value of transfers on the tape and sents it back to the EBT

Center for comparison with its total. The interface bank initiates the trans-

fers to retailers from its own funds and then requests a corresponding

transfer from USDA. The interface bank provides information on the total

transfers to retailers and the amount of the transfer from USDA goes to FNS,

where the two are compared.

If settlement is centralized--that is, if one organization is respon-

sible for totaling transactions and initiating transfers, regulations might

require the following reconciliations:

· Daily reconciliation of total transfers to retailers (sum-

marized at the point at which transfers are initiated)

_ against the net value of all purchases and credits (sum-
marized from the EBT transaction file).

· Monthly reconciliation of total transfers to each retailer

-- (from the transfer initiation point) with the net value of
transactions (from the EBT file).

· Daily reconciliation of total transfers to retailers with

total transfers from USDA. (FNS may perform this recon-

ciliation, in which case the regulation may simply require
_ States to provide the information on transfers to

retailers.)

These reconciliation procedures are somewhat more stringent than

coupon system reconciliations. The coupon system has no data on individual

transactions, but uses coupons as the physical evidence of the value of total

transactions. Verification of the accuracy of the bank's credit to the

retailer is left entirely up to the bank and the retailer. The Federal

-- Reserve Bank verifies that the bank's request for reimbursement matches the

value of food stamp coupons the bank submits, although this is done partly on

-- a sampling basis rather than a full account of coupons submitted. Total

transfers to banks are reconciled against transfers from USDA, as in the

Reading system.

If an EBT system uses decentralized settlement--as in the off-line

example cited earlier, where retailers give their transaction information

directly to banks--reconciliation might be equivalent to that in the coupon

system. Instead of coupons, however, the evidence of food stamp value

accepted would be the retailer's file of transaction data. Reconciliation of

retailer credits against transaction data could be left to the bank and the
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retailer. The bank would forward the transaction data to the Federal Reserve

Bank, which would probably verify the bank's reimbursement request by totaling

the retailer transaction data, at least on a sampling basis. Total transfers

to banks would be reconciled against total transfers from USDA, as in the

other systems.

System balancing. Issuance and settlement reconciliation are designed

to make sure that the flow of benefits into and out of the EBT system occurs

correctly. System balancing ensures that the total value of benefits in the

system or in any account is not artificially increased or reduced.

System balancing reconciles benefits issued with benefits redeemed and

benefits remaining in recipient accounts. The coupon system has no comparable

function: coupons redeemed can not be reconciled against coupons issued.

The principle of EBT system balancing is that today's balance should

equal yesterday's balance, plus any legitimate inflows since yesterday's

balance was computed, minus any legitimate outflows in the same period. A

recipient's account balance in the Reading system, for example, should equal

the previous balance plus any new allotments credited, plus any retailer

refunds, minus any purchases, minus any conversions of electronic benefits to

coupons.

Reconciliations may balance individual recipient and retailer accounts

or the system as a whole, and may be carried out for any period. The Reading

system involved daily and monthly balancing of all accounts and of the system

as a whole.

An off-line system presents special problems for recipient account

balancing because the balance in the recipient's benefit card is the one that

determines the value of purchases the recipient can make. A central computer

file could maintain a "shadow" balance--that is, a balance constructed out of

information captured when credits are posted to the recipient's card and

transactions occur at retailer terminals. 1 The shadow balance could diverge

from the balance on the card for a number of reasons, however. For example,

1This could be done with either centralized or decentralized

settlement. With decentralized settlement, however, the local bank (or
Federal Reserve Bank) would have to send the retailer transaction files to thc
EBT Center.
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-- an error or system malfunction might cause a purchase transaction to create

duplicate records, resulting in two credits to the retailer and two debits to

_ the shadow account, but only one debit to the card. Alternatively, tampering

might artifically increase the balance on the card, while the shadow account

continues to show the legitimate balance.

To allow recipient account reconciliation, the off-line system would

have to create a transaction record that contains the balance indicated on the

card as well as the value of the transaction itself. This allows comparison

of the shadow balance with the card balance, and thus the identification of

discrepancies between the two. Because the State does not have immediate

access to the recipient's card, however, full reconciliation of discrepancies

-- may not be possible. In particular, if it is determined that the account

balance on the recipient's card is incorrect, the State cannot immediately

-- adjust the balance.

Retailer account balancing is not meaningful in an off-line system.

-- Although data from all retailer terminals can be assembled to provide an

external check on the recipient's card balance, the reverse is not practi-

-- cal. Even if all recipient transactions are recorded on each recipient's

card, any attempt to assemble all these transaction data on a routine basis

would be very costly, and it would be unlikely to capture all relevant

data. 1 Moreover, balancing an on-line system at a given moment finds some

issued benefits in recipient accounts, some in retailer accounts, and some

redeemed. An off-line system can only be balanced at the point when trans-

action data have been forwarded for settlement: at this point, all issued
2

benefits are either in the process of being redeemed or in receipt accounts.

Whether regulations should require account balancing is not entirely

-- clear. The coupon system involves no such reconciliation. On the other hand,

-- 1Transaction data could be captured from recipients' cards when they

have their next allotment posted to the card. Data would not be obtained,

however, from recipients terminating from the program, who have no further

-- allotments. Thus, the system would be missing roughly five percent of the
transaction data each month.

-- 2The same is true in an on-line system if it is balanced at the moment

of bundle-up (i.e., when the day's transaction total is computed for each
retailer for settlement).
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the coupon system's inability to compare the amount of benefits issued with

the amount redeemed has been criticized. The capacity of an electronic system

to perform such comparisons has been considered a positive feature.

The argument for requiring account balancing is somewhat stronger for

on-line than off-line systems. In an on-line system, the State is responsible

for maintaining the account balance, so account balancing is a way to make

sure this function is performed correctly. Moreover, an on-line system tends

to concentrate issuance, balance maintenance, and settlement in a single

computer center, and account balancing is a way to protect against fraud in

this situation.

The argument for off-line systems is more cloudy. Account balancing

may be more difficult in an off-line system. [f the system can operate

without a centralized structure of computer files storing transactions and

maintaining balances, then account balancing will be a costly appendage.

Account balancing may also be less necessary as a protection against abuse in

the computer center, because fewer functions (and opportunities for fraud) are

concentrated there. On the other hand, omitting account balancing leaves the

system with limited protection against card counterfeiting, tampering, and

accidental error.

Policy decisions are clearly required before framing regulations in

this area. Even if account balancing is to be required in both off-line and

on-line systems, it may be desirable to distinguish between the two. For on-

line systems, it seems reasonable to mandate monthly account and system

balance reconciliation, and daily balancing at least of the system and perhaps

of individual accounts. For off-line systems, regulations may require the

same comparisons, and may also require the State to propose for FNS review a

plan for achieving full reconciliation and adjustment.

Audit trail. An electronic system must create and maintain records

that will allow an external auditor to verify the legitimacy of transactions

and account balances.

The Reading system involves two main computer files. The Master File

contains a record for each account, with identifying information and the cur-

rent balance. The History File contains a record for each transaction, indi-

cating the nature of the transaction, the account(s) involved, and the amount
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of benefits. At the end of each month, the Master File is copied and stored

in tape archives. All records on the History File are also archived. These

two sources provide a record of every transaction for every account, 1 and

allow recreation and reconciliation of the account balance at any point in

time.

Any EBT system can have essentially similar files -- that is, one or

more files maintaining current account balances, and one or more files storing

transaction records. One can imagine system designs without these features,

however. In an off-line system, for example, recipients could obtain and use

benefits and retailers could be credited without creating a central shadow

balance file. An on-line system could carry out its central functions without

creating transaction files, simply maintaining a current balance file like the

EBT Master File in Reading.

It will be desirable for regulations to ensure that any system will

create the appropriate records, and that they will be retained for appropriate

periods. One possible requirement is:

· An EBT system must document every transaction that alters

the benefit balance or identifying information in any

recipient, retailer, and program account, and every

transaction that initiates or requests funds transfers.

This documentation must be maintained for a period

consistent with other requirements for audit trail

information, generally three years (Sec.274.7).

On-line systems clearly have to have account balances, but whether an

off-line system needs them is a matter of system design and of policy. In

particular, the need for account balances will depend on how the system

handles manual transactions and damaged cards, and whether regulations require

account balancing. Assuming a need for account balances, regulations might

require that:

· An EBT system must maintain a current balance for every

recipient account (based on known transactions, which may

involve a time lag of up to one day in an off-line sys-
tem). A record must be created of all account balances in

the system at some point during every calendar month.

1Balance adjustments were not captured in these files in the original

demonstration system; these were recorded only manually at the EBT Center.
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These records must be retained for the same period as
transaction records.

2.5 PROVIDING MANAGEMENT INFORMATION

An electronic system must provide information that will aid system

managers and Food Stamp Program personnel in monitoring and managing system

operations.

An EBT system can provide some information that is currently reported

to FNS. In addition to reconciliation information discussed earlier, FNS

receives reports on program participation (FNS 388) and data on redemptions by

retailers and banks (through the Redemption Certificate and the Food Coupon

Deposit Document). ReguLations might therefore require an EBT system to

provide this information.

The Reading system also produces a substantial array of routine month-

ly management reports. For the most part, they document the level of particu-

lar types of activity on the system, including both normal activity (such as

the number and value of allotments issued and purchases made) and potential

problem indicators (e.g., transactions rejected for various reasons, instances

in which all incoming telephone lines are in use simultaneously). Some of the

information is presented separately by store, store type, recipient group, or

other categorizations of interest.

Although it is clear that an EBT system must carry out this function,

it is not clear that any federal regulation is required. The consumers of the

management information wilt be State food stamp managers and EBT system mana-

gers, and their information needs will differ from State to State and system

to system. For most purposes, it seems more reasonable to allow the consumers

to define their information needs than to establish requirements in reguLa-

tion.

A possible exception to this principle concerns performance monitor-

ing. To the extent that performance standards are incorporated in federal

regulations, it will be reasonable to require systems to provide information

about how well the standards are being met. Possible performance standards

are discussed in Chapter 3.
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-- CHAPTER THREE

DESIGN AND PERFORMANCE REQUIREMENTS

In establishing regulations for electronic benefit transfer systems,

FNS must consider not only what functions the system must perform, but how--

and how well--it must perform them. This chapter therefore considers areas in

which the regulations might embody standards for system design or performance.

Regulation of system design features or performance levels may have

several objectives:

· Cost-effectiveness. Particular technological approaches

or potential system features may be known to be too cost-

ly, too unreliable, or otherwise inappropriate for the
program.

· Compatibility among EBT systems. In the coupon system, a
-- recipient who is issued coupons in one county can redeem

them at participating stores in other counties or other

States throughout the United States. To achieve a

-- similar capability with State-specific EBT systems will

require key elements of the system to be compatible.

_ · Compatibility with commercial POS systems. Economies of
scale and retailers' aversion to multiple terminals at

the checkout counter argue for integrating food stamp EBT

systems with commercial systems (piggybacking), which

-- again requires compatibility.

· Protection of program integrity. Systems with inadequate
-- security features might incur substantial losses both of

benefit dollars and public credibility.

_ · Protection of recipient and retai_er interests. Certain
program features and performance levels may be judged

essential to achieving the goals of the Food Stamp

Program in terms of its relationships with its primary

-- participants, food stamp recipients and participating
retailers.

_ The section begins by examining potential areas of regulation concern-

ing individual system components, which generally involve considerations of

cost-effectiveness and compatibility. It proceeds to consider issues of

security, processing times, reliability, capacity, and user convenience --

issues in which the dominant concern is the protection of program integrity

and participant interests.
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3.1 SYSTEM COMPONENTS

On-line vs. off-line. The most fundamental design choice for an EBT

system is whether to use an on-line or off-line approach. The Reading system,

the only example to date of an operating EBT system, uses an on-line ap-

proach. This approach has the advantage of compatibility with most existing

commercial POS systems. Some people, however, have argued that an off-line

system would be more cost-effective: it would eliminate the communication

cost and the waiting time that occurs when transactions must be authorized by

a central computer.

Given the promising results from Reading and the absence of any exper-

ience with an off-line EBT system, it is clearly inappropriate for regulations

to mandate an off-line approach. The policy options, therefore, are to permit

only on-line systems or to allow a State to take either approach.

The compatibility argument alone is probably not enough to justify

mandating the on-line approach exclusively. It has not yet been demonstrated

that integrating EBT with commercial systems will be feasible and cost-effec-

tive, even though the arguments in that direction are strong. Moreover, an

off-line approach or a mixed on-line/off-line approach could be designed to be

compatible with on-line commercial POS systems.

Although an off-line approach may be viable, it may be desirable to

prohibit States from using this approach until it has been implemented in a

controlled, demonstration setting. In this case, a regulation could both con-

tain the prohibition and explain the potentially temporary nature of the

restriction.

Access card technology. The benefit card is the system component

offering the most important choice among substantially differing technolo-

gies. The three basic alternatives are the magnetic stripe card, the "smart"

or chip card, and the laser card.

A regulation precluding off-line systems will tend to limit use of the

chip card and the laser card. Although these technologies could be used in an

on-line approach, their major advantage is a substantial storage capacity

which facilitates off-line use. Nonetheless, if a food stamp EBT system were

integrated with other programmatic uses, one could imagine employing a chip or

laser card even if the EBT authorizations were on-line.
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-- The arguments for and against regulations on acceptable card techno-

logy are comparable to those for on- vs. off-line systems. The magnetic

_ stripe card is compatible with current commercial systems, and the chip and

laser cards have not been proven in a food stamp application. More generally,

the chip and laser card technologies are still developing rapidly, and they

have few applications that are even comparable to an EBT system. These consi-

derations may argue that regulations preclude chip card and laser card techno-

-- logies from EBT systems except under demonstration circumstances.

Magnetic stripe cards. The widespread use of magnetic stripe cards in

commercial POS and Automated Teller Machine systems has resulted in quite

specific standards. The standards cover:

· Shape, length, width, and thickness of the card; 1

· Material used in card construction, with specifications
-- for flexibility and hardness;

i

· Positioning of1 the magnetic stripe, the signature panel,
-- and embossing;

· Nature an_ format of information that must be embossed on
the card;

· Nature, format, and location oK information that must be
encoded on the magnetic stripe.

These "bank card" standards do not automatically apply to cards in an

EBT system. The standards are essentially voluntary, and one could readily

design an EBT system that would not conform with any of the standards. A

policy decision is therefore needed about the extent to which EBT benefit

cards should conform to the existing standards covering commercial debit

cards.

An EBT card could conform to some but not all of the bank card stand-

ards. Conformity would logically occur at one of several levels, each with

-- particular advantages and disadvantages. Each increased level of conformity

1Standards established by the International Organization for
Standardization (ISO).

2Standards contained in the draft American Banking Association

Guidelines for POS Systems.
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makes an EBT system more compatible with available equipment and existing or

future systems. To illustrate the possibilities, five potential levels of

conformity are described below.

At the first level, the card's magnetic stripe would be positioned at

the standard distance from the card edge, allowing the card to be read by

readily available "off the shelf" swipe readers. The card need not meet any

of the standards covering card size and physical characteristics or informa-

tion content and format. The Reading system uses this general approach. It

has the advantages of avoiding the costs of a non-standard terminal, allowing

the system to use a terminal that could read other types of cards, and allow-

ing the card to meet other program purposes (such as including a photograph,

in the Reading system).

The second level of conformity is equivalent to the first, but would

allow the card to be used in an insert reader as well as a swipe reader. This

simply broadens the range of terminals with which the card would be compatible

(importantly, it would become compatible with ATM-type terminals). In addi-

tion to conforming to stripe position standards, the card would have standard

bank card dimensions. The minimum acceptable level of rigidity would be

greater than the first level requirement, but less than the bank card stand-

ard. The card would not have to meet other standards.

At the third level, the card would conform to requirements concerning

information stored on the magnetic stripe, including standards for construc-

tion of a Primary Account Number (PAN) and Personal Identification Number

(PIN). This would provide full electronic compatibility with commercial sys-

tems, and hence allow piggybacking on such systems. It would also provide the

basis for network linkages among EBT systems. The card would still not con-

form to bank card standards concerning embossed information or card rigidity

and flexibility, saving some expense in card manufacture and initialization.

The fourth level is the same as the third, but adds standards specific

to the Food Stamp Program for the content, location, and format of program

information. This level may be relevant only to off-line systems, in which

the card carries the recipient's available balance and related data. The

specification thus provides the basis for compatibility among various off-line

EBT systems.
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-- The fifth level would have the EBT benefit card fully conforming to

bank card standards, plus the special program standards for encoded informa-

tion. This would make the card fully usable in commercial POS systems, which

use the embossed information to generate paper transaction records in some

situations.

How much conformity should regulations mandate? That depends on the

extent to which policy-makers want to encourage integration with commercial

systems and tranferability of benefits across EBT systems. The Reading exam-

ple suggests that at least some States, left to their own devices, will choose

a low level of conformity with standards. To ensure reasonable opportunities

for subsequent piggybacking and inter-EBT system networking, regulations would

-- have to require conformity equivalent to level 3 above -- i.e., meeting stand-

ards for card dimensions, magnetic stripe positioning, and data on the magne-

_ tic stripe.

Existing regulations require recipients in large project areas to have

-- a photo ID card (Sec 273.10). To meet this requirement, a benefit card could

not exceed level 4 conformity -- cards conforming at level 5 can not readily

contain photographs. This regulation appears mainly intended to provide extra

security at the issuance point in a coupon system, where issuance agents can

be required to compare the photograph to the individual; regulations do not

require retailers to verify the identity of a person presenting coupons,

although they permit the retailer to ask to see the identification card. If

-- retailers in an EBT system are not required to verify identity through photo

comparison (and no such requirement existed in Reading), regulations might be

-- changed to exempt EBT systems from the photo ID requirement. This would allow

a State to use cards fully conforming to commercial system standards.

One possible regulatory strategy would be to require maximum conform-

ity (level 5 above), but to allow this requirement to be waived if a State

_ shows that such conformity would be unduly costly or would interfere with some

other program objective. This strategy is particularly appealing if the added

cost of full conformity would be small (which seems likely, at least in large

systems). FNS might wish to analyze the probable cost implications of the

varying levels of conformity before deciding what level to require.

Other System Components. For the most part, other system components

do not appear to need regulations to require specific features (except as the
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system's functional requirements or performance requirements already imply a

need for certain features).

Two partial exceptions are the POS terminals and the system's communi-

cation protocols, for which the ABA draft POS guidelines offer some stand-

ards. It may be desirable for regulations to require explicitly that systems

meet the applicable ABA standards in these areas -- the cost of meeting stand-

ards will be low, and it will help ensure compatibilty.

3.2 SECURITY

Because the benefits in an EBT system have dollar value, the system

must control the possibilities for theft, fraud, and accidental loss.

Two regulatory approaches exist for ensuring this control: holding

the State liable for losses in a system it operates, and requiring the State

to build specific security precautions into the EBT system. Regulations for

the coupon system use both approaches, specifying that States are liable for

coupon losses and mandating specific security measures. On the assumption

that both approaches will also be taken with an EBT system, this section

discusses possible security requirements; Section 2.3 considers the issue of

liabilities.

Possible performance standards for security (and for the remaining

topics covered in this section) are discussed in some detail in an earlier

report. 1 This section therefore summarizes the standards only briefly and

discusses possible regulatory approaches. The major security measures

include:

Physical access controls

· Central computer facility in guarded or locked area,

accessible only to authorized personnel.

· Local office workstations similarly restricted to

authorized personnel.

· Secure storage for blank cards, destruction of used
cards.

1john A. Kirlin, Performance Standards for Electronic Benet _'

Transfer Systems (Draft). Cambridge, MA: Abt Associates Inc., December 198o.
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· Secure storage for computer program listings and backup
files.

Communications access controls

-- · Messages to central computer include code identifying

originating terminal or workstation and terminal operator

(grocery clerk, local office employee); verification that

_ terminal is legitimate before proceeding.

· Use of dedicated lines, data encryption, or message
authentication for all communications.

· Message validation for all issuance, POS transaction, and
settlement communications.

· Recipient identity verification through PIN for all

redemption transactions, and for crediting allotments to

cards in off-line systems. PIN encryption on cards and

in communications. Card "lockout" after a specified

number of unsuccessful attempts to enter the PIN.

-- · Closure of potentially compromised recipient accounts

(i.e., accounts corresponding to lost and stolen cards).

· Store identity verification through card and PIN for POS

terminal sign-on and for all POS credits to recipient
accounts.

Manually authorized purchase controls

-- · Recipient identity verification through card and

signature.

· Retailer identity verification through account number and

signature.

· Positive authorization based on recent account balance.

· Daily limit on value of manual transactions.

Administrative and operational procedures

_ · Separation of functions within computer center, with

enforcement through software restrictions on access.

· Security screening of computer center employees before

-- hiring.

· Periodic security reviews and briefings.
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All of these security measures are intended to prevent losses from

occurring. Reconciliation procedures, discussed in Section 2.1, are also an

important part of an EBT system's security: they provide the main means of

detecting and diagnosing a problem when it occurs.

Most of the security measures listed above are non-controversial. EBT

systems would be likely to incorporate them without a specific regulatory

requirement, but it would be reasonable to ensure their presence through

regulation. Three points require policy consideration before inclusion in

regulations, however: the means for securing data transmissions, the use of a

recipient PIN, and the use of a store card and PIN.

It is reasonable to require that all data transmissions be secured by

one of the three procedures noted earlier (dedicated lines, encryption, or

message authentication). One might consider specifying particular security

procedures for particular types of transmission. In general, for example,

dedicated lines are expected to be too costly for application in an EBT sys-

tem, with the exception of potentially high-volume linkages, such as that from

the local office workstation to the computer center. Message authentication

is less secure than data encryption, but is generally considered to provide an

acceptable level of security for transaction authorizations. Despite these

general expectations, a particular system design may make one security

approach or another more appropriate, so it may be desirable to leave the

regulation somewhat flexibly constructed.

Requiring PIN use by recipients could raise two types of objections.

Some members of the commercial POS community -- particularly some merchants --

oppose the use of PINs as too burdensome for the consumer and an unnecessary

addition to the cost of terminals. Others feel that alternative technologies,

such as electronic verification of signatures or thumbprints, are more appro-

priate. A third possible objection, that the PIN would be too difficult for a

population of food stamp recipients, was largely laid to rest by the absence

of problems in the Reading demonstration.

These objections notwithstanding, several factors argue for the PIN's

appropriateness. Reading recipients did not find the PIN too burdensome.

Moreover, they valued the extra security they felt the EBT system offered

relative to coupons, security that depends largely on the PIN. The PIN is
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-- currently the most widely accepted form of identify verification: the ABA's

draft POS guidelines require a PIN, and standards for PIN encryption have been

_ specified by the American National Standards Institute. Biometric identifica-

tion may come to be more widely used in future years, but currently is a

higher-cost and less commonly applied technology. The most reasonable regula-

tory options, therefore, are either simply to mandate the PIN, or to require

the State to use either the PIN or, with approval, some other card-linked

electronic identity verification procedure.

The third issue concerns the use of store cards and PINs. These are

not common features of commercial POS systems, and were the source of some

(relatively minor) complaints from retailers in Reading. Using the store card

-- and PIN for refunds is mainly a protection for the retailer; regulations might

reasonably omit this requirement on the assumption that a State can tailor the

-- system to meet the preference of its participating retailers. The terminal

sign-on requirement prevents unauthorized use of the terminals. It is

probably desirable to require some protection against unauthorized terminal

use, but regulations might allow the State to propose a method rather than

requiring the store card and PIN.

Finally, it should be noted that off-line systems pose special secur-

ity risks not addressed in the above list, which was developed assuming an on-

line approach. For example,

· If a recipient's card is altered or fails in some way

-- that prevents the balance field from being re-written,

the recipient might continue to make purchases
indefinitely.

· A counterfeit card corresponding to no legitimate account

but incorporating the system's PIN algorithm and other
_ security marks might be used indefinitely.

II

One approach to these particular problems is the "hot list, a list of

_ problematic account numbers maintained by each POS terminal and updated

daily. Because no off-line systems have been implemented, however, it is not

clear whether the hot list is either an economically feasible approach (it

might make terminals prohibitively costly) or a sufficient protection against

the risks. In off-line systems in particular, then, it will be important for
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regulations to require the State to submit a complete security plan, which FNS

must review in light of the particular system's characteristics.

3.3 PROCESSING TIME

The length of time a customer and cashier spend waiting for an EBT

purchase to be authorized is a very important factor in retailer and recipient

acceptance of the system. Based on the Reading experience, a standard of 32-

44 seconds has been recommended 1 for an EBT purchase transaction (including

transaction set-up activities such as entering the card into the reader, com-

munication and processing activities, and receipt printing). Separate

recommendations cover various components of transaction time, such as the

computer's internal processing time.

The recommendation above reflects the observed capacity of the Reading

system, but different system designs could lead to different expectations of

system performance. For example, transaction times of about 20-25 seconds

were reported bysupermarkets participating in commercial POS systems in

Florida and Iowa. 2 No consistent industry standards for transaction time

exist. Nonetheless, because merchants continually press for quicker transac-

tions and network operators perceive response time as a key competitive

factor, expectations for system performance will probably grow more demanding

over the next few years.

Although States will need to establish standards for transaction time

as parameters for system design, it is not clear that specific processing time

standards should be incorporated in federal regulations. From the Food Stamp

Program's point of view, any processing speed is acceptable if it is accept-

able to the system's participants (including retailers, recipients, and any

commercial POS networks with which the system is integrated). The only danger

in not establishing a national standard is that a State might fail to antici-

pate what its participants will find acceptable, or might not know how to

specify the standard meaningfully.

1Kirlin, op. cit.

2Kirlin and Hamilton, op. cit.
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-- The Reading experience provides a perspective on what retailers found

acceptable in that environment, but several factors could cause different

_ expectations in other environments. For example, off-line systems would be

expected to process transactions more quickly than on-line systems, and might

therefore need tighter standards. Processing speeds might also have to be

faster in piggybacked systems, where a greater proportion of a retailer's

transactions will be affected by the system's processing time and where the

commercial system may itself have standards.

Given these complicating factors, regulations might require only that

States establish explicit standards for transaction times. FNS could then

make available supplementary information and technical assistance to help the

-- States determine what aspects of transaction processing require standards and

what times might be acceptable.

-- Time standards might be established for other EBT transactions besides

the purchase. Examples are recipients' telephone inquiries about their

-- balances and transactions originating at the local food stamp office worksta-

tion, both of which are covered in the Performance Standards report referenced

_ earlier. The nature of these transactions may vary substantially from system

to system, however, and their processing times are less central to acceptabil-

ity of the EBT system. Hence it appears appropriate not to establish specific

regulations in these areas.

-- 3.4 SYSTEM RELIABILITY

The acceptability of an EBT system to its participants also depends on

system reliability. The participant's view of reliability is determined by

the frequency with which intended transactions cannot be completed in the

-- normal manner.

What appears to the participant to be a system failure, of course, may

-- be the failure of any single system component: the card, the POS terminal,

the communications system, the central computer, etc. Regulations migh%

-- incorporate standards for each such system component.

It does not appear that establishing national standards in this area

-- would be useful, for two reasons. Most importantly, variations in EBT system

design can mean that different standards should be used. For example, an otr-
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line system does not use the central computer in normal transaction authoriza-

tion, so establishing a high up-time standard for this equipment may not be

relevant. (Regulations could specify an up-time standard for the central

computer in on-line systems only; a standard of 99.5 percent is suggested in

the previous report). Benefit cards provide another example. Even within the

realm of magnetic stripe cards, wide variation in card composition is possi-

ble, and a State might reasonably choose a card with a relatively short

expected lifetime in order to curtail costs or to maintain compatibility with

other cards used in the program. Even if design variations were not an issue,

the Performance Standards report indicated that, for several important system

components, no reasonable basis exists for establishing specific reliability

standards.

Processing accuracy may be the exception, an area in which a national-

ly regulated reliability standard may be desirable. An EBT system must process

transactions accurately, regardless of system design. Regulations might

require that an EBT system process a very high percentage (e.g., 99.9 percent

or more) of all transactions accurately, including purchases and other POS

transactions, credits to recipient accounts, and funds transfers to retailer

accounts. Instances of inaccurate processing are revealed by reconciliation

procedures and by the recipients and retailers whose accounts are affected.

The Reading experience and that of commercial systems indicates that a 99.9

percent standard should be easily met, and 99.99 percent would not be

unreasonable.

3.5 SYSTE14 CAPACITY

Several dimension's of an EBT system's capacity may be important to

its overall performance. These include communications capacity (in particu-

lar, how many incoming calls the central computer can accept at the same

time), processing throughput (how many transactions the system can process per

minute), and data storage (how many records can be stored in the various sys-

tem files). In each case, the key issue is not the absolute level of the sys-

tem's capacity, but whether capacity is sufficient for the needed level of

system use.

System capacity is probably not an appropriate point for national

regulation. The Food Stamp Program has no direct interest in system capacity,
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-- only a concern that insufficient capacity should not cause problems with

transaction time or system reliability. The wide possible variation in system

_ design would make it difficult to establish generally applicable standards.

Differences in operational practices about system upgrades are also likely--

for example, commercial POS operators may proceed in a more modular fashion

than States--which means that different capacity standards would be applicable

even in similarly designed systems. Given these considerations, regulations

may reasonably omit any specification of capacity standards.

-- 3.6 USKR CONVENIENCE

Recipients' and retailers' views of an EBT system will depend on how

-- easy they find it to use. The Performance Standards report identifies a

number of system characteristics that help to maximize ease of use for each

_ group.

For recipients, an EBT system is easier to use if:

· The number of separate actions required to complete a

transaction is minimized;

-- · The number of codes or commands the recipient must memor-
ize is minimized;

_ · Clear and comprehensive account balance information is

readily available;

· Actions required to obtain account balance information
-- are minimized;

· Training and instructions are clear, and in-process

-- promptsare available;and

· Procedures for resolving problems are clearly identified.

The equivalent list of characteristics to enhance retailer ease of use

includes:

· Minimum number of separate actions needed to perform a

normal purchase transaction;

-- · Minimum number of procedures for cashiers to remember;

· Clear training, instructions, and in-process prompts;

· Simple backup procedures when electronic purchases are

impossible;
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· Timely information on bank deposits resulting from EBT

purchases;

· Deposit information readily comparable to information

normally maintained in the store; and

· Clear instructions on how to resolve problems with

equipment and accounts.

It is unclear whether regulations should attempt to ensure participant

ease of use. A few of the items on the above List imply the need for particu-

lar functions to be performed (e.g., training), and these have been included

in the functional specifications discussed in Section 2.1. For the remaining

items, the extent to which a system has maximized ease of use is largely a

matter of subjective judgement. If such principles were to be included in

regulations, therefore, they would be difficult to enforce. On the other

hand, incorporating them in regulations could provide a useful guidepost to

States by directing their own judgement to the adequacy of a design in these

respects. Policy makers should therefore determine whether regulations should

provide user convenience guidelines, or whether this information is best pro-

vided as technical assistance.
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-- CHAPTER FOUR

DELEGATION OF EBT-RELATED RESPONSIBILITIES

State Food Stamp Agencies are responsible for administering most

aspects of Food Stamp Program operations. Regulations permit them to delegate

some of this responsibility, however. Some States, for example, delegate much

of the responsibility to county governments. More germane to the current

discussion, States typically use contractual relationships to delegate respon-

sibility to private entities. Coupons are issued in many States by banks or

-- other private organizations, operating under contract to the State or

county. Many States contract with private firms to develop or modify major

-- electronic data processing systems, or to service or even operate ongoing

systems.

-- The Reading demonstration illustrates several types of contractual

delegation. In the original demonstration, a private contractor (Planning

_ Research Corp.) designed and developed the system, and carried out most system

functions. The State food stamp agency assumed many of these responsibilities

in the extended demonstration, but still contracted out software design work

(to MTech and Unisys) and some service functions (to Unisys). Settlement

functions were delegated in both the original and the extended demonstration

-- to the Federal Reserve's Automated Clearing House and to a local commercial

bank that initiated the ACH transmission.

The existence of commercial POS systems poses even broader opportuni-

ties for delegation through "piggybacking." If a private firm is already

-- operating a hardware, software, and communications network that carries out

functions similar to those of an EBT system, a State may be able to purchase

_ the performance of EBT functions. For example, food stamp recipients might be

allowed to make purchases using their benefit cards in the existing POS ter-

minals in supermarkets. The State would perform some of the functions of the

EBT Center in Reading, authorizing transactions and maintaining accounts, but

would not be responsible for the terminals or for communications with them.

In the extreme case, the EBT system could be wholly integrated into

the commercial POS system. The State's only direct responsibility would be to

determine households' benefit allotments, and give that information to the

network operator. The operator would issue benefit cards to recipients and
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train them; credit benefit allotments to recipient accounts; install and main-

tain terminals at retail establishments; process purchase and related trans-

actions, debiting and crediting recipient and retailer accounts; initiate

funds transfers; handle all recipient and retailer problems with cards, ter-

minals, and account balances; conduct reconciliations; and provide management

reports. The only other responsibility for State or federal food stamp

agencies would be to conduct monitoring and audit activities as necessary to

make sure the network operator is carrying out EBT functions properly.

These various possibilities raise several questions for regulation:

· Should regulations prohibit or restrict the delegation of

any functions to private entities?

· What liabilities should regulations establish for States

and entities to which they delegate EBT functions?

· What financial arrangements are allowable between States

and other entities participating in an EBT system?

· What procurement and contracting procedures are required

for States to delegate EBT-related responsibilities?

These issues are discussed in turn in the sections below.

4.1 ALLOWABLE DELECATION

Existing food stamp regulations have established the principle that

States may delegate the performance of some issuance functions to other public

or private entities. Some States accordingly contract with issuance agents to

provide coupons to recipients after appropriately verifying the recipient's

identity and allotment amount by means of an ATP or on-line authorization. In

support of this function, issuance agents maintain an inventory of coupons and

are responsible for reporting on issuances and on inventory levels.

Extending the principle to electronic systems requires a determination

of which functions may appropriately be delegated. It is useful for this

discussion to consider the following groups of functions:

· Development and initial implementation of the system;

· Deploying and maintaining point-of-sale terminals;

· Deploying and maintaining issuance terminals (for

crediting allotments to recipients' benefit cards in off-

line systems);
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· Deploying and maintaining coupon-dispensing terminals (in
systems with this feature);

· Authorizing purchases (in on-line systems);

· Maintaining the accounts that recipients access to use

-- their benefits (in on-line systems);

· Capturing data on POS transactions for subsequent settle-
_ mentand archiving;

· Routing transaction authorization requests and

transaction records to the appropriate destination;

· Initiating or conducting settlement;

-- · Maintaining records of all transactions;

· Generating reconciliation and management reports.

Regulations might restrict the delegation of any or all of these

functions if the delegation would violate any existing law or regulation, if

-- it could create a conflict of interest situation, if it could interfere in the

competition of entities in the private market, or if it would not be cost-

- beneficial for the program or for recipients. These possibilities are

reviewed in turn below.

-- Existing law and regulation pose no apparent obstacle to delegating

any or all EBT functions. The Privacy Act generally prohibits an agency from

_ making individuals' records available, except with written consent, to anyone

but agency employees and other government agencies. Although several EBT

functions involve such records, a private entity carrying out the functions

would be an agent of the government--analogous to issuance agents in the

coupon system.

A conflict of interest could conceivably arise if certain functions

were delegated to a food retail organization. For example, a supermarket

chain operating a POS network might be a logical candidate for a piggyback

relationship. A conflict of interest might exist if that chain were made

-- responsible for deploying terminals in competing stores, or if the responsi-

bility included initiating settlement for itself or for other stores.

-- Regulations might therefore prohibit the delegation of settlement-relatc_

responsibilities to food retail organizations, and allow such organizations
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be responsible for terminal deployment and maintenance only for affiliated

establishments. This would be analogous to current regulations essentially

precluding retailers from acting as issuance agents.

Competitive balance may prove a delicate issue because the POS indus-

try is currently very volatile as well as very competitive. Because of the

high proportion of food retailers participating in the Food Stamp Program,

contracting with a particular commercial POS network to operate an EBT system

might in some situations be tantamount to guaranteeing the success of that

network and dooming its competitors within the area. This risk must be seen

in perspective, however: many large government contracting efforts have

analogous potential impacts.

The key issues concern on-going operations -- in particular, what

stores are affiliated with what networks in a piggybacked system. A policy

decision is required to choose among several possible regulatory approaches,

including:

· Simply requiring all delegation of EBT functions to

follow normal competitive procurement rules;

· Requiring States to subdivide the universe of recipients

or stores in the EBT system so as to award more than one
EBT contract, where feasible;

· If a POS operator is contracted to perform EBT functions

in "new" stores -- i.e., stores that were not served by

that operator before the contract was awarded -- the

operator could be required to allow any proprietary card

organization or network to purchase services on those

terminals equivalent to some or all of the services pur-

chased by the Food Stamp Program, at fair market rates

(in other words, the operator can not exclude competitors
from the new stores).

Cost-effectiveness would provide grounds for regulatory restrictions

only if there were reason to believe that private entities could not be

expected to carry out particular EBT functions as well or as cheaply as State

agencies (or vice versa). One can point to areas in which greater experience

resides with the State agency (e.g., training recipients) or with POS opera-

tors (e.g., deploying terminals). Even in these situations, however, it is

quite plausible that either kind of organization could perform the function

appropriately and economically. Hence, no restrictions are currently sug-

gested by cost-effectiveness considerations.
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4.2 LIABILITIES

-- Existing regulations hold States liable for losses of coupons. They

further require that, if a State delegates coupon issuance responsibilities to

-- an issuance agent, the State must hold the agent liable for losses. Losses

are defined to include coupons missing from inventory and certain types of

improper issuance.

It seems reasonable for equivalent liabilities to exist in an elec-

_ tronic system. A policy decision will be required, however, to specify the

kinds of losses for which States and their contractors should be liable.

Consider the following possible loss situations:

· A recipient's account is over-credited, the recipient

uses the benefits, and they are not recovered;

· A recipient receives replacement benefits to cover _n
unauthorized use of benefits in the recipient's account;

· A recipient goes into an overdraft situation as a result

of a manually authorized transaction, and the benefits
are not recovered;

· A retailer account is over-credited and the funds can not

be recovered;

· Funds are transferred to an illegitimate account and can
not be recovered.

In some of these examples, the cause of the problem could lie either

inside or outside the system. For instance, a grocer account could be over-

- credited through a system error or because the grocer tampered with the sys-

tem. A transfer to an illegitimate account might be accomplished by an opera-

_ tor in the EBT Center or by an outsider who penetrates the system.

If a State has any liability for losses, it will first be liable for

_ losses clearly arising from its own actions, such as an accidental over-

crediting. It is less clear whether the State should be liable for losses

that occur legitimately under program rules (i.e., the unrecoverable overdraft

from a manual transaction), or for losses arising from the actions of recip-

1As noted earlier, policy is needed to determine whether such

replacements will be made, and hence whether this type of loss can exist.
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ients, retailers, or outside parties. The general argument against imposing

liabilities in such situations is that the State can not control the actions

leading to the loss, and hence should not be held responsible. The counter-

argument is that the State is responsible for implementing the security

measures intended to prevent such losses, and that determining the cause of

each loss in order to assess liabilities would generate more cost than

benefit.

For any given type of loss, the question is whether the liability

shall be borne by the State, the federal government, or a combination. 1

Although regulations related to coupon issuance give each liability either

entirely to the State or entirely to the federal government, examples of

shared liability can be found elsewhere in the Food Stamp Program. In the

case of certification error, for example, USDA assumes full liability for the

first five percentage points of a State's payment error rate, but the cost of

erroneous issuances beyond that level is shared.

Once the State's liability is defined, the spirit of current regula-

tions would pass that liability on to any organization to which the State

delegates EBT responsibilities. It will be difficult for regulations to spec-

ify such liabilities, however. The nature of contractor liabilities will

depend on the design of the system and which functions the contractor per-

forms. The key functions with associated liabilities are:

Function Liability

Crediting allotments to Over-credits and credits to

recipient accounts unauthorizedaccounts

Maintaining recipient accounts, Overdrafts, unauthorized debits

authorizing transactions to recipient accounts

(on-line systems only)

Accumulating transaction records Over-credits to retailer accounts,
for settlement transfersto fictitiousaccounts

1Some types of potential "losses" may be the recipients' liability,

such as the loss or theft of coupons. These situations do not lead to taxpay-

er costs in excess of the intended issuance, and hence are not considered as

losses for the purpose of assigning institutional liability.
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-- Given the potential complications of differing patterns of delegation

across States, it may be most useful for regulations simply to require the

_ State to hold its contractor liable for any losses associated with the func-

tions the contractor performs (assuming that the State is liable for those

losses).

Financial Arrangements

The multitude of possible delegation patterns implies a wide variety

of potential financial arrangements.

A State might contract for the performance of any combination of the

functions discussed on a "job price" basis. That is, the State would award a

fixed price or cost reimbursable contract to carry out the specified functions

until completion (e.g., for system development) or for a specified time period

(for most ongoing functions). Job price contracts are particularly likely if

a contractor is given overall responsibility for developing an EBT system or

-- for operating most aspects of the system -- i.e., if the contractor has a com-

prehensive set of responsibilities similar to those of PRC in Reading.

-- If a State retains the central responsibility for operating a system,

but delegates certain ongoing functions, "unit price" contracting is likely.

-- Possible unit pricing arrangements include:

_ Function Pricin_Basis

Recipientcard issuance Card

-- Routingtransactions Transaction

Transaction authorization Transaction

Recipient account maintenance Account

and reporting

-- Terminal deployment Terminal/transaction

Terminal maintenance Terminal/transaction

Accumulating transaction data Terminal/retailer
for settlement

Settlement initiation Settlement item

Settlement reporting to retailers Retailer
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As the list indicates, there are numerous possible bases for pric-

ing. Moreover, actual arrangements might define variations on these units.

For example, the bank initiating settlement in the Reading system received a

daily fee based on the expected average number of settlement items (i.e.,

separate deposits to retailer accounts) in each day's tape.

If some pricing arrangements would clearly be less cost-effective than

others, regulations might preclude the less desirable arrangements. Experi-

ence to date is so limited, however, that no particular arrangements can be

shown to be clearly preferable or clearly inappropriate. Similarly, experi-

ence is too limited to support guidelines or ceilings on the allowable price

levels for these various functions.

The major financial concern with EBT systems is not the price of com-

ponent functions, but the overall cost of the system. This is not necessarily

a topic for regulation: existing reimbursement arrangements, in which the

State pays half of most administrative costs, provide a strong incentive for

the State to limit the cost of an EBT system. On the other hand, FNS might be

legitimately be concerned that State administrators could be misled by pro-

mises of efficiency from vendors wishing to sell EBT equipment or services.

If regulation is desired to limit this risk, it might adopt the

approach taken in extending the Reading demonstration, which established a

per-issuance ceiling for costs subject to federal reimbursement. The ceiling

might be established either in terms of absolute dollars (e.g., $4 per issu-

ance) or relative to a State's costs for its coupon system (e.g., the EBT

system should have per-issuance costs no more than 30 percent higher than

coupon costs). In either case, it is important for the regulation to specify

all of the functions whose costs must be included in the total (e.g., all of

the functions described in Section 2.1 above for the EBT system, and parallel

functions in the coupon system).

Financial arrangements in an EBT system may not be limited to the

State's payment of contractors: in certain circumstances, the State might

receive payments as well as make them. These circumstances include "reverse

piggybacking" and retailer cost sharing.
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-- Reverse piggybacking can occur if a private entity wishes to use some

aspect of a State's EBT system. The most likely possibility is that retail-

_ ers, banks, or commercial POS networks will want to use EBT grocery terminals

to authorize some other kind of financial transaction (debit or credit card

purchases, check authorizations, or manufacturer's coupon discounts). The EBT

system might simply make the terminal available for use, and have it dial up a

different number for non-EBT transactions, or the EBT system might provide a

range of services including routing the transaction to a destination, data

capture, transaction authorization, and settlement.

Although the coupon system contains no analogy to reverse piggyback-

ing, current regulations establish no principles that would preclude it.

-- Indeed, the concept of reverse piggybacking is attractive as a means of reduc-

ing the government's cost of operating the system. For the government to sell

-- services of a type also offered by private vendors raises difficult policy

questions, however. Among the potential pitfalls are:

-- · The EBT system might underprice commercial POS system

operators. Because the marginal cost to the EBT system of

performing the extra transactions would be extremely low,

_ the system might cost-effectively offer POS services at
prices below market rates. This could provoke charges of

unfair competition from the private vendors. Pricing ser-

vices based on average rather than marginal costs could

-- involve complicated accounting (to take into account capi-

tal costs, etc.), and again could diverge from market
prices.

· The State might inadvertently price non-EBT services at a

level below their marginal cost, leading to an increase

rather than a reduction in costs to the Food Stamp

Program. This might result from inaccurate measurement of
costs or inaccurate estimation of new costs associated

with serving the cormmercial user.

· The EBT system might upset the competitive balance among

private entitities, particularly if it established an

_ exclusive relationship with one organization out of a

group of competitors.

· Performing non-EBT transactions might detract from the

quality of service provided to the Food Stamp Program.

This might occur, for example, if the additional uses

required modifications leading to more complicated put-

- chase procedures for recipients, or if the format or

schedule of system reports on food stamp activity had to
be altered.
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To respond to these concerns, regulations might specify a series of

conditions under which a State could sell EBT system services to private

entities. These conditions might be: that the State maintain separate

records of all costs and revenues associated with performing non-EBT func-

tions; that EBT system services must be priced no lower than the marginal

cost of providing them or the prevailing market rate, whichever is higher;

that EBT system services must be made available on a non-exclusive basis; and

that any failure to meet all requirements for Food Stamp Program operations

will result in termination of the State's permission to make EBT system

services available to outside entities.

Cost sharing with retailers poses a somewhat different set of

issues. Here the concept is that retailers, in order to participate in the

EBT system, would have to pay part of the cost of system operations. The

coupon system has no explicit analogy to this concept; although the idea of a

"participation fee" has occasionally been raised, it has never been adopted.

In fact, retailers do incur costs in the coupon system--mainly the cost of

accepting, handling, and depositing the coupons--and these are in some sense

equivalent to a participation fee. The 1982 amendments to the Food Stamp Act

of 1977 explicitly prohibit imposing any costs of alternative issuance systems

(i.e., EBT systems) on participating retailers. If cost-sharing is desired,

then, it will probably require new legislation--legislation that retailers

will strongly oppose.

If cost sharing occurs, the first question to be resolved is how the

cost burden shall be apportioned among retailers. Several different approach-

es could be used to establish fee levels:

· A flat one-time or monthly fee for each retailer estab-

lishment. This has the advantage of simplicity, but does

not closely relate fees either to system costs or to
retailer benefits.

· A fee based on the number of terminals in a store, or the

number of transactions per month. These approaches relate

the fee to system costs, with higher fees in the estab-

lishments that generate higher costs. With somewhat

greater complexity one could relate the fee quite directly

to costs by basing it partially on a fixed cost per store,

partly on a cost per terminal, and partly on a cost per
transaction.
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-- · A fee based on the dollar value of redemptions in a store

each month. This relates retailers' payments to the bene-

fit they derive from the system.

Any of these approaches could be argued to be fair, and there is no

basis in current regulations, Food Stamp Program practices, or commercial POS

practices for mandating one particular approach. Practices in commercial

debit card systems vary widely. Sometimes the retailers own and maintain the

-- terminals in their stores, and sometimes banks or network operators deploy the

terminals. Depending in part on whether they own the terminals, retailers may

_ or may not pay a transaction fee, and in some cases are even paid a fee for

the use of the terminals. Debit card systems typically have per-transaction

fees, but fees in credit card systems are a percentage of the transaction

value. Given this diversity of commercial practices, cost sharing in the Food

Stamp Program might use any of the approaches outlined above.

The main concern with any cost-sharing approach is that a substantial

proportion of retailers might consider it no longer in their interest to par-

ticipate in the Food Stamp Program, thus reducing recipients' ability to use

their benefits. Obviously, the risk of this outcome depends on the amount of

-- the fee. Moreover, any fee approach is likely to be perceived more unfavor-

ably by some kinds of retailers than others. For example, convenience stores

-- will probably be strongest in opposing a fee based on transaction volume,

because their food stamp transactions have a very low average purchase

value. Conversely, supermarkets will most strongly oppose a fee based on the

value of redemptions because they have the highest average purchase amounts.

If a cost sharing approach caused most establishments of one type to withdraw

from the Food Stamp Program, recipients' opportunities to use their benefits

might be seriously curtailed.

Accordingly, regulations might require that an EBT system with cost

sharing must retain the participation of a specified proportion (e.g., 75

-- percent) of all establishments in a particular category that were participat-

ing before the introduction of the EBT system. Failure to maintain this level

-- would result in an FNS review of the extent to which recipients' ability to

use their benefits is compromised; the review could mandate modification of

_ the cost-sharing approach. Such a regulation would have to be carefully

structured to avoid the possibility that retailer organizations would orches-

trate a general refusal to participate, knowing, that the outcome would be
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elimination of the cost sharing provision. Two factors may be key here.

First, the mandatory participation rate should be low enough that a relatively

small proportion of retailers could not block the system. Second, the FNS

review should occur only after a period of operation (e.g., 6 to 12 months) to

make it clear that retailers feel strongly enough about the fees to forego

their food stamp sales.

If an EBT system is integrated with a commercial POS system, the cost-

sharing considerations may be somewhat different. In this scenario, the

commercial network offers the retailer an array of services, including the

processing of food stamp transactions. The network's formal procedures for

terminal deployment and for transaction fees would presumably apply. The Food

Stamp Program would not be involved in this process, but would pay the network

operator the normal fee charged to card-issuing institutions.

The difficulty in this scenario is likely to arise with stores that

wish to accept food stamps but are not interested in the other network serv-

ices. If the network procedure is for retailers to buy and maintain their own

terminals and pay a transaction fee, the retailer is in the same position as

if the Food Stamp Program required retailers to purchase terminals and pay

transaction fees. It is unclear whether this arrangement would be prohibited

by existing legislation. It would certainly be strongly opposed by retailers

uninterested in the network's non-food stamp services (i.e., not already

participating in the commercial system), and in most areas of the country

today such retailers are probably the majority of the establishments partici-

pating in the Food Stamp Program.

FNS must therefore explicitly consider whether this form of indirect

cost-sharing is to be allowed, and frame regulations accordingly. Particular

consideration should be given to the situation of the retailer who wants co

accept food stamp benefits but would not otherwise participate in the

commercial system, maintaining consistency between regulations covering that

retailer and those covering retailers in non-integrated EBT systems.

Procurement and contracting procedures. Current Food Stamp Program

regulations include general requirements for procedures to be followed in

establishing contracts whose costs will be subject to federal reimbursememt

(Section 277.14). These regulations would apply to State procurements o_

contracts to develop an EBT system or operate ongoing EBT functions. An EB7
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-- system has no special characteristics that would require modification of these

regulations.

-- A special set of regulations governs the establishment of Automatic

Data Processing systems for which FNS reimburses 75 percent of the development

_ and installation costs (Section 277.18). The regulations require additional

prior approvals (by means of an Advance Planning Document) beyond what is

required for other procurements, and specify certain functional standards for

qualifying systems. The functional specifications include some issuance-

oriented requirements (mainly for generating allotment authorizations and

performing reconciliations) that have some relationship to functions an EBT

system performs.

Whether Section 277.18 should apply to EBT systems--_n particular,

whether EBT system development should be eligible for 75 percent funding--is

clearly a policy decision. Enhanced funding is a tool for encouraging States

to make major investments that FNS believes will improve program performance

-- and that States might not make with the normal 50 percent reimbursement. If

EBT systems do not fall into this category, the regulations may need some

_ slight modification to exclude EBT systems explicitly. If EBT systems are to

be eligible for enhanced funding, the regulations will have to modified to

make this clear and to define any special conditions of eligibility (beyond

those system requirements appearing elsewhere in the regulations).
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-- AppendixA

SUMMARY OF PERTINENT FOOD STAMP PROGRAM REGULATIONS

As background to the report, existing regulations for the Food Stamp

Program were reviewed in some detail. The primary purpose of the review was

to identify principles in the regulations that might apply, directly or by

-- analogy, to an EBT system. In addition, the review attempted to identify

language in the existing regulations that would be inappropriate for an EBT

-- system, such as using the term "coupons" instead of the more generic

"benefits."

-- This appendix briefly summarizes the results of the review, and may be

useful as background to an effort to frame specific EBT-related regulations.
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PART271 - GENERALINFORMATIONANDDEFINITIONS

Language Principle
Not ALlowing Potential[y

Section Genera( Etectronic App[fcableto

Number TitLe Purpose Systems ELectronic Systems

271.1 General outline of none none

Purpose and program purpose
Scope and scope of

regulations

271.2 Definitions re[event terms none none
defined

271.3 Delegation to outtine of FNS none FNSresponsibility
FNSfor Admin- responsibilities for settlement of claims
istration and authority to undertake demonstratio



I I I L I I I I I I t I I I I I I I I

Language PrincipLe
Not At to, lng Potentia[ ty

Sect i on Generat E[ ectroni c Appt i cabt e to
Number TitLe Purpose Systems Electronic Systems

271.5 Coupons as coupons are an coupons-benefits (c) Security for coupons end ATP's.
obligations obligation of throughout section - security requirements for all entities
of the U.S.; the U.S.; pen- contacting coupons.
crimes and sLties for mis-

offenses use; security
requirements.

271.6 CompLaint outline of proc- none none
procedure odures governing

the handling of
progrm complaints
from participants.

271.? ALLotment outtine of proc- none (c) Reduction method.
reduction edures governing - amount of r_-___,c_tionspecified by FHS
procedures the reduction, (d) lapLeaefitetton of atLotmnt reductions.

suspension or - procedures for reducing, suspending
canceLLation of and canceLLing aLLotments.
monthly allotments. (e) Effects of reductions, etc., on the

certification of etigibte households.
(2) Expedited service.

- reduction or suspension procedures for households
with expedited services

(g) Issuance services.
- issuance services to serve households

receiving restored or retroactive benefits
for a prior, unaffected month.



PART 272 - REQUIRE#ENTS FOR PARTICIPATING STATE AGENCIES

Language PrincipLe
Not ALlowing PotentiaLLy

Sect i on Genera L E I ect rani c AppL i cable to

Number Tl_t Le Purpose Systems ELectronic System

272.1 General terms outline of terms coupons=bar, fits none

and conditions and conditfons La), Lb)
relevant to Part

272

272.2 PLan of GuideLines for none Lb) FederaL/State Agreement

operation, planning end - FNS agreement to pay administrative costs

budgeting of in eccordmnce with the Food Stafflp Act.
progrm operations Lc) Budget Projectien Statement and Program

and objectives. Activity Statement

- Budget Projection Statement projects tots[

costs for amjor areas of program operations.
Program Activity Statement is a summary of
progrm activity.

272.3 Operating Preparation of none La) Categories to be included:
I

c_ guidelines written oper- certification;

and form. ating procedures issuance, accountability
to staff respon- and reconcJ [iation;

sibLe for program the Performer_e Reporting System; and
admini stration, training

m
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Language PrincipLe
Not ALtowing Potential ty

Section Generat ELectronic Appt icabte to
Number Titte Purpose Systems ELectronic Syst eff_

272.4 Program hiring guidelines none (d) Training
achinistra- (U.S. Civil Service - continuing training program for
tion and per- requirements) esptoyees
sonnet req- - sufficient training of employees
uireeents.

272.5 Program outlines minimum none none
informational requirements of
activities. State agency

272.6 Nondiscrim- out Iines State none none

inatim req- responsibi tities
ui raments, and coaptaint

procedures

272.7 Procedures acldi t loner reg- none none

m_ for program utations designed
_u administration to achieve efficient

in ALaska. end effective FSP
administration in
rural Atasks



PART27'5 - CERTIFICATIONOF ELIGIBLE HOUSEHOLDS

Language Princip[e
Not A[towing Potentistty

Section Genera[ E[ectronic AppLicabte to
Number T!tte Purpose Systems Electronic Systems

27'5.1 HousehoLd definition of benefits=coupons (f) Authorized representatives.
concept, household (b)(iii), (e), - aLLows designation of any

(f)(1)(ii), (f)(1)(iii) responsible househokdmember to
(f)(2)(i), (f)(2)(ii), act on behalf of the household
(f)(4)(i), (f)(4)(ii),
(f)(4)(iii)

273.2 AppLication outlines proc- benefits=coupons (g) Normal processing standard.
processing, edures for (g)(2), (i)(3)(i), - sets maximumof 30 days for application processing

application (i)(3)(ii), (k)(1)(N) (i) Expedited service.
- requirements for expedited service

i 273.3 Residency. residency norle noneco
requirements

273.4 Citizenship citizenship none none
and alien requirements
status, for participation

273.5 Students. eligibitity of none none
students

273.6 Social requirements none none
security of sociat security
numbers, enrotCment



I I I I I I I I I I I I I I I I ( I I

Language PrincipLe
Not Attowing Potential[y

Section General Ekectronic AppLicabLeto

Number TitLe Purpose Systems ELectronic Systems

27"5.7 Work requirements for none (g) Failure to comply.
registration work registration - treatment of households failing to
requirements, coqo[y with work requirements

(h) Ending disqusiification.
- provisions for resumption of benefits

2_.8 Resource definitionsof none none
eLigibiLity what are considered
standards, resources in

caLcuLating eLig-
ibility

2ir5.9 Income and income requirements none none
deductions.

273.10 Determining procedure for none (a)(1)(iv) verification and certification periods
household caLcuLating for those househoicls requiring expedited service

eLigibiLity eLigibiLity and (a)(4) guidelines for changes in aLLotment LeveLs due
and benefit benefit LeveLs to changing HH circumstances during cert. period
LeveLs. Ce)(3) Destitute households.

- destitution classification for expedited service
(g)(3)(ii) Mandatory photo lO cards.

- used in those project areas with · 100,000 recipient
un[ess otherwise designated

(g)(3)(iv) SpeciaLLy marked ID cards.
- used for those recipients receiving delivered food

services, ceffmJna[ dining facilities, or eligible to
purchase hunting end fishing equipment



Language PrincipLe
Not ALLowing PotentiaLLy

Section General ELectronic Applicabte to

Number Title Purpose Systems ELectronic Systems

27'5.11 Action on treatment of benefits:coupons (h)(8) Overissuance due to incorrect

households special case (h)(8), (i), sponsor information.

with special households - Liability of recipient for overissuance due to
circumstances, incorrect information akx_Jt alien sponsor

(i) Households requesting replacement allotments or ATPts,
- procedures for replacements of ATP's or coupons

fo[ Lowing household disasters

273.12 Reporting reporting none (c) State agency action on changes.
changes, requirements - guidelines for State agency action for changes

when household in eligibility or allotment fo[towing changes in
ci rcumstances household circumstances

change

273.13 Notice of requirements of none none

adverse State agency to
action, notify households

_> prior to any
i adverse actione-,

o

273.16 Recerti f- procedures for none

icat ion, recert i fyi ng
household

eLigibi[ity

27'5.15 Fair hearing proc- none none
hearings, edures for house-

holds agrieved

by any State
action affecting

eligibility

I Y I I f f f I I I 1
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Language Principle
Not ALlowing Potential ty

Section General Etectronic Appt icmbie to
Number Title Purpose Systems ELectronic Systems

273.16 Disquat- guidelines for none (b) Disqualification penalties.
ification for disqualifying
intent iomat households

program viol-
ation.

27'5.17 Restoration guidelines for none (f) Method of restoration

of Lost restoring benefits - State agency shall restore Lost benefits to
benefits, to households s household by issuing an allotment equal to

to the amount of benefits Lost
(h) Accounting procedures

- State must docueent restoration of Lost benefits

27'5.18 CLaims overissuance (d)(ii)(3) Initiating procedures for adjusting benefits when overissued
against claims proc- col faction on either intentional [y or unintentis[ iy
households, edures claim.

(g) Method of col-
Lecting payments.

_- {k) Accounting proc-
edures.

ALL three areas should
include mentio_ of

electronic systems.
Benefits=coupons through-

out the section.

27'5.19 [Reserved]

2?'5.20 SSI cash-out outline of proc- none Procedures for adjustment of benefits for those
States. edures to be fot- recipients in cash-out states. These states

towed in those States aLto_ the value of the food staaqo aLLotment
which increase SSI to be included with SSl payments.
payments to include
the value of the

food stanqo aLLotment



Language PrincipLe

Not AL Lo_ing PotentiaLLy

Sect i on Genera L Et ecl roni c App Li cabLe to

Number TitLe Purpose Systems Electronic Systems

273.21 MonthLy provisions for an none (k) Issuance of benefits

Reporting and HRRB system for - guidelines for issuance cycles (about the same
Retrospective determining house- time monthly)

Budgeting hold eLigibJ ttty
(#RRB). end benefits

273.22 Optional outlines rules none (f)(6) FaiLure to comply.
workfare to be foLLowed in - guidelines for procedures States are to foLLo_ if

program, operating a recipient fails to comply with work requirements
Food Stamp Work-
fare Program

I

P_
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PART27/* - ISSUANCEANDUSE OF FOODCOUPONS

Language PrincipLe
Not ALLowing PotentiaLLy

Section General ELectronic Appl icabte to
Number TitLe purpose systems ELectronic Systems

274.1 State agency outlines basic benefits=coupons (a) Basic issuance requirements.
issuance issuance req- (a) Each state agency is responsible for:
responsib- uirements of - timoty and accurate issuance

iLities, state agencies - assistance tO eLderLy and handicapped
- establishing issuance and accountability system

to insure that:

(i) only certified households receive benefits;
(i i ) coupons are accepted, stored end protected

after de[ ivery;
(iii) program benefits are accurately and timely

distributed; and
(iv) coupon iamuance and reconcitiation activities

prolPer [y conducted

3> (b) Contracting or delegating issuance responsibilities.
f - outline resp_,-,_ibiLities of other parties

c_ contracted for issuance and storage of
coupons, i.e., liability, conflict of interest,
review procedures, etc.

(d) State monitoring of duplicate issuance.
- state must establish a system assuring that no

individual participates more than once per month
in the FSP



Language PrincipLe

Not ALLowing Potential ty

Section General ELectronic AppLicabte to

Number T.i tte Purpose Systems ELectronic Systems

274.2 Issuance OutLines 3 No aLLowance for (b) Advance planning documentation.
systems, aLLowabLe is- electronic issuance - states must comply uith procurement requirements

suance systems: systems for acquisition, design, development or instaL-
(1) ATP
(2) HZR

(3) Direct Nail (c) Certification documentation.

- States sheLL use either a notice of change or
HIR card to document and transmit information on

household eLigibiLity or participation from the
certification unit to the data raenagement unit

(d) HIE master file.
- States shaLL establish an HIR master file which

is the composite of the issuance records of aLL

certified food stamp households

(e) ATP issuance.

- information required on ATP documents

- monthly issuance cycles requirements
- expiration of ATP guidelines

_' - treatment of rejected ATP's in preparation

- delivery of ATP to household guidelines
- security end controls for undeLiverabLe ATP's

- designation of authorized representatives

- presentation of identification prior to coupo_
issuance

- accountability of initiaL, suppLementaL and

replacement ATP's
- daily reconciliation by issuers

- replacement of coupons for those improperly man-
ufactured or mutilated

,' I I f r f r t 1 f I I
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Leng_ge Principle
Not ALl_i_ Pot_tia[ iy

Secti_ GereraL Electronic App[icabLeto

Number Title Purpose Systems ELectronic Syst _,s

274.2 cont'd. (f) HZR issuance

- _JtLir_ of procedures and r_por_ibilities with
HIR i sst,Nnce

(g) Expedited service.
- ,mi preparation of ATP's at local Level to

speed up b_fit delivery
- misuse minimization procedures:

(t) division of ATP issuance respor_ibilitit-_
(ii) HIR file update

- state ch(,ckino for duplicate issuar_e
- procedures to expedite H1R iss_mrm:e

(h) RepLa_e_t of an ATP sto[(_n or Lost in the wit
prior to receipt.

- ATP's replaced only if stolen or Lost in the mit
_> prior to receipt and in the period of its intende
i use and if the household has not already been

issued 2 replacements in previous 2 months

(i) issuance of coupons to households.
- guidelir_s for co_ book issuance, e.g.,

consecutive serial numbers, r_ipient signature,
etc.



Language PrincipLe
got AL[owing Potential [y

Section General ELectronic App[icab[e to
Number TitLe Purpose Systems ELectronic Systems

274.3 Issuance of guidelines for benefits=coupons (b) Mai[ issuance controls and records.
coupons issuing coupons throughout - establishment of emil issuance tog to record
through the through the requests for remit issuance
emi[. mail - division of responsibility in inventory control

and smiting preparation
- prevention of duplicate issuances
- use of first class malt

- issuance staggering
- timely delivery

(c) Couporu_Lost in the emil prior to receipt.
- procedures for hendting mai[ tosses

274.4 Distribution procedures for benefits=coupons (b) Coupon controts.
of c(xapons, the handting, thrO_lhoUt - state and principals take necessary actions to:

requisition, (i) safeguard c_ from theft, eaioez-

shil_t, and z[ement, [oas, dsmage, or destruction;
inventoryof (ii) avoidun4_thorizedtr_fer, negotiation,

coupons or use of coupons;
(iii) promptty report in writing any [oss, theft

or eaW0ezz[ementof coupons

274._i Respoe_sib- procedures to be benefits--cotN_ons (e) ImproperLy manufacture of mutilated co44_.
itities of maintained by throughout - issuers write cancek[ed across book[ets and
co4Aoonissu- coupon handlers forward them to the state
ers and bulk for receipt,
storage points inventory manage-

ment and reporting

! I I I I f r 1 I I
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Language Principte
Not ALto_ing PotentiaLLy

Section Generat ELectronic Appt [cabLe to
Number TitLe Purpose Systms Etectronic Systems

274.6 Reconci[- issuance recon- no provision for (e) Verification of ATP issuance.
[at[on. ci[iation proced- electronic issuance - verify transacted ATP_s received by state with

ures tote[ value of coupon issuances
- unreconcited ATP batches Left intact until

resotved
(b) Raconcitiation of ATP's with HIE mater file.

- miniu requirements:
coapere each ATP to to[et coupon aLLotment

(c) Identification of unreconci Led ATP's.

- att unraconcited ATP'S identified es expired, dup-
[ica[e, attered, stolen, counterfeit or out-of-
state must be reported to FNS

(d) NIR reconciliation to the case files.

- in HIE issuance systems, saai-annuat comparison of
active and inactive HIR cards against the case

3>
I files

274.7 Issuance security procedures no provision for (a) Avaitobitity of issuance records.
record reten- for issuance electronic issuance - shat[ be attained for 3 years
t i on end records

security. (b) Control of issuance documents
- shat[ con[rot att issuance documents which estab-

· tish household eLigibitity while the documents ar
transferred and processed within the state agency



Language PrincipLe

Not U touing PotentiaLLy

Sect i on Genera [ Etect roni c Appt i cabte to

Nu_W_er Titi_e Purpose Systems ELectronic System

274.7' cont'd. Lc) AccountabLe documents.
- Inctude:

(i) HIE cards

(ii) ATP's

(iii) n_mdsted photo ID cards

- the state shat[ provide the miniu security for
these:

(i) preprinted serial numbers
(ii) secure storage

(iii) access Limited to authorized personnel

(iv) bulk inventory control records

(v) subsequent control records maintained
through point of issuance or use

(vi) periodic review and validation of inventory
controls and records by parties not other-
wise involved in maintaining control record

(d) Notice of change and ID card security.

- state shat[ at a minimum provide secure storage

_o and Limit access to authorized persorm_eL

274.8 State agency reporting require- benefits=coupons La) State agency reporting.

reporting and ments and unusable throughout - state shaLL report changes in project area,
destruction of coupon destruction reconciliation point, or coupon shipnent

coupons, receiving point
- FNS-250 shaLL be reviewed monthly by state

- state shat[ submit FNS-259, Food Stamp Nail

issuance Report for each project area using a mi
issuance systMt

- FNS shat[ review each FNS-250 submitted through th

state agency

- state reporting of reconciliation of transacted
ATP_s against the HIR master file

- FNS-388 regarding coupon issuance and perticipetio

I r f I W { I I I
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Language Principle
Not ALLowing Potential ly

Sect i on GeneraI ELact roni c Appl i cable to
Number Title Purpose Systems Electronic Systems

274.8 coated. (b) Destruction of unusable coupons.
- state responsible for destroying at[ unusable

c_s

274.9 Close-out procedures for none (a) Definition of responsibilities.
a coupon closing out coupon - state responsible for att activities
issuer, issuers (b) CLose-out accountability.

- within 30 days of termination and reported to FNS
(c) Transfer of coupon inventory.

- transferred to other issuer within project area
(d) Ilaintenance of participant service.

- recipients notified of closing and provided with
identification of alternative issuance Locations

274.10 Use or outline of eLig- benefits=coupons Ca) ELigible food.I
redemption ibte benefit throughout - benefits must be used for eligible food unless
of c_ by uses otherwise allowed, e.g., cash change, ALaska,
eligible house- (b) HeaLs-on-_heets.
holds. - use of benefits allowed

(c) Communaldining.
- use of benefits allowed in some cases

(d) Institutional food.
- use of benefits allowed in some cases

(e) ALaskan hunting/fishing equipment.
- use of benefits allowed in some rural Locations



Language Principle

Not ALtowing PotentiaLLy

Section General Eiectronk Al=Pi icabte to

Number TitLe Purpose Systems Etectronic Systems

274.10 cont,d. (f) Use of ID cards.

- must be provided upon request

(h) Cash change.

- allows up to $.99

274.11 Return of procedures for nefitsscoupons Refunds stto_-d in the event of voluntary termination

coupons refunding no provisions for of participation or death of the head of the household

coupons by clearing of elect-

recipients ronic accounts

>
I

r,3
o

J I I [ I T I I t I I !



I I I I I I I I I I I f ( I I I f I f

PART275 - PERFORMANCEREPORTINGSYSTEM

Language Principle
Not Allowing Potentially

Sect ien GeneraI E[ect rent c Appi i cabL· to

Number Title Purpose Systems Etectronic Systems

Subpart A - Administration

275.1 General scope outlines admin- none (a) State agency responsible for:
and purpose, istrative roles - administration of FSP in accordance with the

of state agency; Act, Regulations end the State agency's plan of
FNSfunding operations

- state shat[ have a system for monitoring and
improving its acbinistratien of the program

- state shat[ report to FNSon its' administration
- failure without good cause to meet program

requirements witt result in suspensien/disattowanc
of edministratien funding

(b) Funding

> - Secretary shall pay each state 50% of all
I administrative costs

r_
- pay 60% if cumulative allotment error rate is Less

than 5%

275.2 State responsibilities none (a) Establishment of the performance reporting system.
agency for performance - components include:
respons- reporting and ti) data cottectien through management eva[-
ibiLities, staffing standards uations (ME) and quality control (QC) review

(ii) analysis and evaluation of data from all
sources

(iii) corrective action planning
(iv) corrective action impteeentation and

monitoring
tv) reporting to FNSon program performance

- state shell designate a person on a fu[L-tima bast
to these activities



Language Principte

Not ALlowing Potential[y

Section General Electronic AppLicabLeto

Number TitLe Purpose Systems ELectronicSystems

275.t Federal FederalPRS r_ ia) Revie_mof Stateagency'sadministrativeoperation

monitoring, review respons- of the FSP.
ibiLities - col_Lk.__-__tedannuaLLy,includescertificationand

issuanceprocedures,securitymod control

procedures, accountabi Lity, recanci Limtion, record
keeping and reporting procedures, training,
outreach, comp[mint procedures, fraud, fair hear-
ings, disaster preparedness, state agency super-
vision of the functions performed by the project
area including bilingual services, standards for
points and hours and a review of the plan of
operation and the state manuaL.

(c) Validation of State agency error rates.
- Active case error rate

Inctudes:

ii) paymenterror rate
(ii) underissueerror rate

hJ (iii) negative case error rate

I f I f f I f { ( t I
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Language Principle

Not AL lowing Potential [y

Section General ELectronic Appt icab[e to

Number Titte .Purpose Systems Etectronic Systems

275.4 Record records FNS none PRS records (3 year retention):

retention, requires for information used in data analysis
review corrective action plans

- corrective action monitoring records
- NE review records

- QC review records

Subpart B - Management EvaLuation (NE) Reviews

275.5 scope and outlines objectives, nome (a) Objectives.

purpose, frequency and manner - provide a systematic method of monitoring
of conduct of reviews and assessing program operations

- provide a basis to improve and strengthen operatio
- facittitate information flow between project areas

the states and FNS

- frequency of review from once/year to or.e/3 years
3>
i depending on project area size

r_
L_

275.6 Management criteria for mn- none none

units, agement units to
be reviewed



Language PrincipLe

Not AL Lowing Potential Ly

Section General Electronic AppLicabLe to

Number TitLe Purpose Systems Etectronic Systems

Z75.7 Setection defines and benef i ts=c_ none
of sub-units identifies

for review, sub-units; criteria
for review

275.8 Review areas to be benefits=coupons (a) Program requirements.

coverage, covered in - review of air areas of program operations
reviews specified be[ow:

(b) certification requirements.

(c) issuance requirements.
(d) distribution of coupons.

(e) repot t ing/recordkeepi ng.
(f) reconciliation.

(g) security/control.

(h) complaints procedures.

(i) points and hours.

(j) outreach.
J (k) personnet requirements.

275.9 Review outlines proce- none none

process, dures end methods
for reviews

Subport C - Quatity Controt (QC) Reviews

275.10 Scope and outtines objectives none Active case review to determine if househotds
purpose, of QC reviews are eligible end receiving the correct allotment of

food stamps.

m I I I I f I I I I I I
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Language Principle

Not ALlowing Potentially

Section General ELectronic App! icab[e to

Number Title Purpose Systems ELectronic Systems

275.11 Samp(ing. outlines sampling none none

plan for QC reviews

275.12 Review of review procedures none none
active for active cases

cases.

275.13 Review of review procedures none none
negative for those cases

cases, dropping out or
not certified

275.1/, Review use of FNS hand- none none

processing, books, worksheets,
and schedules in QC

review process
_>

I

Subpart D - Data Arm[ysis and Evaluation

275.15 Data methods of analysis none none

management, and evaluation

Subpart E - Corrective Action

275.16 Corrective determination of none none

action appropriate actions

planning, to reduce or
eliminate program

deficiencies



Language Principle
Not ALLo_ing Potentially

Section General Electronic Applicable to
Number Title Purpose Systems Electronic Systems

275.17 State state plans to none none
correct- reduce or etim-
ire action inate deficiencies

plan.

275.18 Project Lower Level none none
area/man- corrective

agement action plan-
corrective ning
action plan.

275.19 Honitoring guidelines for none none
and evaL- state monitoring
_tion. and evaluations

of state and

:_ project area level
correctiveaction

c_ plans

Subpart F - Responsibilities for Reporting on Program Performance

2_5.20 ME revieu revieu schedules none none

. reports, for performance of
ME reviews

275.21 Quality reporting require- none none
control merits following
review QCreports
reports.

275.22 State schedule for none none
corrective submittal of

action plans
plans.
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Language Principte

Not A[io_ing Potentia[ty
Section Genera[ Etectronic Appticabte to

Number Titte Purpose Systems Etectronic Systems

275.23 A_in- program_rfor_nce none none

istrative report submittat

procedure, requirements

Subpart G - Program Performance

275.25 Determination FNS determination none Efficiency and effectiveness criteria:

of state of agency effic- - state comptiance with the standards contained

agency program iency and effect- in the Food StaalpAct regutations, FNS-approved
performance, iveness State nmnua[s and the State Pten of Operation

- State efforts to improve program operations throug
corrective action

- State performmce reporting system and corrective
action efforts

- Other avattabte information

I

_J



PART276 - STATEAGENCYLIABILITIES AND FEDERAl.SANCTIONS

Language Principte
Not At towing Potential [y

Section General ELectronic App[fcab[e to
Number Titte Purpose S.yst_ E[_tronic Systems

276.1 Respon- outtines state _fits=c_s (a) Res_ibi[ities.
sibi[ities ager_y_s rights - establishing and mintaining secure control over

and res_ibiL- over c_ and cash
ities - for preventing Losses of Federal funds in the

certificeti_ of h_ehotds for _rtici_tion
efficiently and eff_tive[y acministering the Prog
rm by complying with the provisions of the Act,
regutations issued _rsuant to the Act, and the
FNS-approved State Ptan of _ration

(b) Rights.

- to ep_a[ att claim brought agai_t thru by FNS

276.2 State res_ibi[ities _fits=c_ (b) C_ shortages, Losses, _uthorized issues
3> ag_y of State ag_y and overissue.i

liabilities, to FNSfor any - States liable for:
fi_iaL Losses (i) shortens and Losses after c_ have
involved in the accepted by the State
acceptance, storage (ii} thefts, embezzlements, cashier errors,
issuance of c_ coupons Lost in natural disasters, mil

issue t_aes in excess of tolerable

LeveLs, Loss_ _ to _xpLained ca_es
(iii) accept_e of expired ATP cards, out-of-Stat

ATP cards, duplicate iss_es where photo i
cards are used, acceptance of Lost. stolen o
eelbezzied ATP cards, dupticate issuances
caused by state error

(iv) overissusnces due to failure to suspend or
cancel aLLotments, overissusnces due to c_r
orders or settlement of a courtsuit not

reported to FNS, overissusnces resulting fro
an out-of-court setttement in viotation of
Federa[ [aw

I I I I I r I f I t
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Language Principle

Not At towing Potentially

Section Genera [ Electronic Appticabte to

N_r Title Put.se Syst_ Etectr_ic Syst_

276.3 Negligee Liability of State _
or fraud, to FNS for allotment

_ts issued wh_

there has _ nag-
tiger)ce or fraud

the part of the state
in certificati_

276.4 S_si_/ sus_i_ or dis- _
disaLL_a_e a[[_a_e of echin-
of ac_inis- istrative fun_ for

tretive furx_, i_ffici_y or
i_ff_tiv_ss of
State's achinistrati_

:_ 27&.5 injunctive S_retsry may a_k _
i relief, inj_tive relief

_o _hen FNS determines

State failure to

comply with regul-
ati_s

276.7 Good _tti_s good no provisi_s for none
cause, cause for failure e[_tr_ic issuance

to comply with
regu[ati_

276.8 Ac_ini s- _t [i_s FNS none

trative appeal process
revi ew

process.



PART277 - PAYMENTSOF CERTAINADMINISTRATIVECOSTSOF STATEAGENCIES

Language PrincipLe
Not At to_ing Potential ty

Section Generat ELectronic Appt icsbte to

Number TitLe Purpose Systems ELectronic Systems

277.1 General establish uniform none none

purpose requirements for
and scope, the management of

of administrative

funds provided to
State agencies and
sets forth principals
for claiming costs of
activities paid with
administrative funds

277.2 Definitions relevant terms none none
defined

m 277.3 Budgets and state agencies must none none
L_

o budget revis- submit a budget to
ion proc- FNSas part of the
edures. State PLan

277.4 Funding. sets at Lo_abLe cost none (b)(3) Funding of demonstration projects approved
standards for activ- wiLL be at a rate agreed to by FNS in accordance
ities of agencies in with Part 282
administering the FSP

277.5 Methods of FNSmethods for none none
payment, authorizing funds

for State agencies

f I I r I I I I I I
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Language PrincipLe
Not ALlowing Potentia[ iy

Section General Electronic App[icabie to
Number TitLe Purpose Systems Electronic Systems

277.6 Standards prescribes standards none none
for fin- for financialman-

ancial man- agement systems in
agement administering program
systems, funds by the State

and its subagencies
or contractors

277.7 Cash guidelines for none none

deposit- deposits of funds
ories.

277.8 Bonding guidelines for none none
and bondingand insuring
insurance, pract ices

277.9 Adminis- prescribes specific none none
trative policies and proc-
costs edures governing

principles. State agencies for

funding

277.10 Program defined as the none none
income, gross income

resutt lng from
activities financed

wi th program funds

277.11 Financiat requirements for none none
reporting the State agencies
requirements, to report financial

information to FNS



Language Principle

Not AL lowing Potential Ly

Section General Electronic Applicable to

Number Title Purpose Systems Electronic Systems

277.12 Retention alt financial none none

and custody records, supporting

of records, documents, stat-
istical records,

negotiated contracts,
and all other records

pertinent to program
funds shall be retained

for three years

277.13 Property. prescribes policies none (b) Nonexpendable persona[ property.
and procedures - title shat[ vest in the State agency
governing title, use, - shall be used in the program as long as there is

disposition of rea[ end is need for such property

personal property for - shall be used in other progrm when _ longer
which acquisition costs needed

_> were berne as a direct - disposed of according to regulation
I charge to FNS fun_ (c) Tr_fer of title to certain pr_rty.

ro if FNS determines property is unique, difficult or

costly to replace, FNS my reserve the right to

require the State to transfer title to the Federal
Government or to a third party name by FNS

(d) Property management standards.

- property records shall be maintained accurately
- a physical inventory taken once per two years

- controls to ensure adequate safeguards to prevent

loss, damage, or theft to the property
- adequate maintenance to keep the property in good

working condition

- proper sa[es condition to keep in good condition

1 ' I I r I I I m I 1
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Language PrincipLe

Not ALLowing Pot_tiat ty

Section General ELectronic AppLicabieto

Number TitLe Purpose Systems ELectronic Systems

277.14 Procurement standards and none (b) Review of proposed contracts.
standards, guidelines for - state agencies shall submit proposed contracts

the procurement and related procurement documents to FNSwhen:
of supplies, (i) procurement is greater than $10,000 and is to
equipment, con- be awarded without competition;
struction and (ii) procurement in excess of S10,000 specifies a
other services 'brand name, product
whose cost is (iii) state's procurement procedures fail to comply
borne by FNS with this section

(c) Code of conduct.
- conflict of interest guidelines

(d) Procurement procedures.
- shaLL bo established to avoid the purchase of

unnecessary or duplicative items
(e) Contracting with meaL[ and minority firms, women's

business enterprises and labor surplus area firm.
:_ - shall be awarded a fair share of contracts

m
(f) SeLection process.

- promotes maximumand free competitio¢l
(g) Procurement methods.

- made in one of the foLLowing methods:
(i) smaLL purchase procedures
(ii) competitive sealed bids
(iii) competitive negotiation
(iv) noncompetitive negotiation

(h) Contract pricing.
- state shaLL perform some form of cost or price

analysis in connection with every procurement
action

( i ) State agency procurement records



Language PrincipLe
Not ALLowing PotentiaLLy

Sect ion Genera| Etectronic App[ ioabLe to
Number Title Purpose Systems ELectronic $ystemp_

277.14 cont'd. (j) Contract provisions.
- shaLL contain provisions aLLowing for 4Ktmin-

istrative, contractuaL, or Legal remedies
to contract breeching

- shaLL contain suitable conditions for temirmtion

- comply with Equal Employment Opportunityregulation
- complywith 'Anti-Kickback' regulations

- comply with Labor and Safety Laws
- contain notice of FNS reporting and print rights

requi rements
- shall define role of FNS

- comply with environaentei Legislation
- shall coeq)Ly with energy conservation efforts

(k) Contract administration.

- Left up to states

277.15 Food st_ establishes r_ r_3>
I invest- standards and

i gat ions procedures
and prosec- for Federal
utions, funding of State

and Local costs
of intentional

program violations,
prosecut ions and
administrative

disqualifications

277.16 Suspension, procedures for FNS norm none
disallowance, to adjust funding
and program of states failing
cLoseout, to comply with

regulations

' _ ' I I 7 ) f I P I I
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Language Principle

Not ALLowing PotentiaLLy

Section General ELectronic AppLicebLe to

.Number TitLe Purpose Systems Electronic System

277.17 Audit audit requirements none none

requirements, for states

277.18 EstabLish- guidelines for no provision for (a) Genera[.
ment of an establishing POS issuance - 75% funding for approved projects
Automatic ADP end IRS - submission of an Advance PLanning Document required

Data Proc- systemB - approve[ if system wiLt:

essing (ADP) (i) assist the agency in meeting the rec?Jirement
and [nformet- of the Act

ion Retrieve[ (ii) mt the conditions of this section

System (iii) improve efficiency and efffectiveness
(iv) be colapetib[e with other such systm

(c) Program functional standards.

- system murat at a mmintu ,met the foLLowing

program standarchs:
(i) certification

(ii) issuance, reconciliation and reporting

(d) Compatibility.L.n

- must be integrated with AFDC untess excepted

- systems wiLL contain, where appropriate, a data

base, an information retrieval system, hardware,
software, end technoLegica[ safeguards and

managerial procedures



Language PrincipLe
Not At tosting Potential ty

Section General ELectronic Applicable to

Number Title Purpose Systems ELectronic Systems

277.18 cont'd. (e) Prior approval process.
- must have feasibility studies or APDs approved
- funding of development and hardware procurement and

installation will follos_ prior approval
- APDaMill include cost distribution budgets
- funded costs Limited to devetol_t and instaLiatio
- funded costs do not include ongoing costs
- FNSuiLL notify state of the budget mithority and

dollar Limitation under Nhich approved fundingmy
be claimed

- complete system end acquired hardware will be t_ed
for · period of tim c_istent with the approved
APO

(f) Cost elements.
- personnel

i - mteriaLs, equil0Lmt, facilities and supplies
_u - contracted servicesc_

- managementstudies and other pLar_ing
(g) Cost deterlinstion.

- determined in compliance uith an FNS-approved budge
(h) Specification

- specificatior4 for systm harduare ceeq_o_ts,
softkmre and services purchased from com_rcia[

, suppliers Bust be included in ADP

I ,' f I I I I r I ' I I
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PART278 - PARTICIPATIONOF RETAIL FO00STORES,MHOLESALEFOODCONCERNSANDINSUREDFINANCIAL INSTITUTIONS

Language Principle
Not Atio_in9 Potentially

Section General ELectronic Applicable to
Number Title Purpose Systems Electronic Systems

278.1 Approval of _ttines eppLic- _
retail food etlon pr_ess and
storm end detemi_ti_
wholesale of authorizer-
food c_erns, ion

278.2 Participation _tLines pr_- _fitzc_ La) Use of c_.
of retail food ec_res for retail no Fovieio_ for - my be accepted only in exchange
stores, food stores to eLectrmic issue for eligible itm

accept and redeem and delivery Lb) Equal treatment of coupon customers.
benefits - must not discriamte FSP recipients

Lc) Accepting c_.
- ay riot (ICCept c(x4aorlsmarket 'paid,' 'cancelled,,

_> or 'specinmm' or coupons removed from booklets
i other the in $1 _i_ti_

"J (d) Making change.
- cash change allowed $.99 or Less

(e) Accepting coupons before delivery
- coupons can only be accepted upon delivery

(f) Paying credit accounts.
- may not be accepted in payment for any eligible

food sold to a household on credit

(g) Rede,eming coupons.
- may be exchanged for face value upon presentation

through the banking system or through an authorize
_hoLesaLe food concern

(h) Identifying coupon users.
- retailers have right to request %0card

(i) Checking meal delivery service recipients.



Language PrincipLe
Not ALIouing Potentially

Section General ELectronic App[ icab(e to
Number Title Purpose .Systems Electronic Systems

278.3 Participation guidelines for benefits-coupons (a) Accepting coupons.
of whole- accepting and - may accept endorsed coupons from
sale food redeeming coupons authorized retailers, etc., if accompanied by
concerns, by wholesalers properly filled out redemption certificate

(b) Accepting LegaLLy obtained coq:xx_s.
- can not accept if believe coupons ere not Legally

obtained

(c) Redeeming coupons.
- may redeem Coul_rm, properly accepted from

retailers, through the banking system,
upon presentation of the coupcx_ with:
(i) property filled-out and signed redemption

certificate from the retailer; and
(ii) the authorized wholesale food concerns prop-

erty fill-out and signed redemption cert-
i f icate

3>
i 278./, Procedure procedure to be benefits-coupons (s) Coupons accepted without authorization.

for redeeming followed by no provision for - wy not be presented for redemptionaa
coupons retailers and electronic redemption (b) Endorsing coupons.

who[esaters in - stores shall mark its authorization number or name

redeeming coupons on each coupon
(c) Using redemption certificates.

- must be properly filled out and signed
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Language PrincipLe
Not At Lowing Potentially

Section General ELectronic Apt_t icaloLe to

Number Title Purpose Systems ELectronic Systems

27'8.5 Participation roles of financial benefit_coupons Ca) Accepting cotapons
of inaured institutions in no provision for - must be insured by FDIC or FSLIC

financial redeeming cotq_ wire transfer or - coupons must be properly endorsed
institutions, electronic deposits - financial institution shat[ verify the amount of th

co_Ao_ on the redeeq_tion certificate

- rede_qption certificates shall be forwarded with the
corresponding colq_o_ c_,posits to the Federal
Reserve Bard( aLor_g with the transmitting Food

Co_q_on Deposit Document (Form FNS-521)
- redeemed cotq_cos must be indelibly canceled

(b) Role of the Federal Reserve Bank

- wilt receive canceled COIM_ for credit to the
account of a mat_er insured financial institution

ergl wilt charge those items to the genera[
account of the Treasurer of the US

(c) FNS Liability for tosses.
- not Liable for the value of any cotqaons Lost,

:_ stolen, or destroyed white in the custody of ani
insured financial institution or the Federal

Reserve Bank

(d) FNS use of coupons to detect violations.

- c_ may be issued to, purchased by, or redeemed
by parsons authorized by FRS to use them in

examining and inspecting program operations

(e) Setting coupons to stores for internal checks.
- FNS may sell cotq_or_s at face value to any authorize

store _hich wishes to use cotq_ons to conduct

internal checks of coupon transactions.



Language PrincipLe

Not ALLowing PotentiaLLy

Section General ELectronic App[icabte to

Number TitLe Purpose Systems ELectronic Systems

278.6 DisquaLif- procedures for no provision for putting Adjustment of store accounts

ication of disqualifying store account on hold as
retail food participating _KxJ[d be the case with
stores and stores due to electronic issuance

whoLesaLe food program offenses
concerns, and and penalties

imposition of for offenses
civil money

penal t ies in
Lieu of dis-

qualification.

278.7 Determination procedures for none (c) Coupons accepted without authorization.

and dispos- imposing claims - FNS officer in charge may approve the redemption
ition of claim on stores found of coupons prior to receipt of an authorization car

3> - retail food in violation (g) Lost or stolen coupons.
m stores and of regulations; - FNS may not be held LiabLe for claims for [ost or

o whoLesaLe coupons accepted stolen coupons
food concerns, without author-

izstion

278.8 Administr- grievance none none

ative review procedure
- retail food outline
stores and

whoLesaLe

food concerns.
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Language PrincipLe

Not ALLowing PotentiaLLy

Section General ELectronic AppLicable to

Number TitLe Purpose Systems Electronic Systems

278.9 ImpLementation various related none none
of amendments amendments

relating to

the particip-
ati_ of retail

food stores,

whoLesaLe food

concerns and

insured finn-

ciaL institutions.

3>
I



PART 279 - ADN]NISTRATIVE AMDJUOICIAL REVIEW - FOODRETAILERS AND WHOLESALEFO00 CONCERNS

Language Pr i nc ipte
Not ALLowing Potential ty

Section General Electronic AppLicable to
Number TitLe Purpose Systems ELectronic Systems

Subpart A - Administrative Revie_ - General

22"9.1 Scope and outlines the none none
purpose, subparts of

Part 279

279.2 Food stamp outlines desig- none none
review officer, nation and assign-

ments of officer

279.2 Authority revie_ officer none n_e
and juris- acts for depart-
diction, nent on griev-

ances filed by
firms and is the

=' final adminis-r_3
trative cleter_-
i nat ion of the

Department

279.4 RuLes of refers to none none

procedure, subper t B

Subpart a - RuLes of Procedure

279.5 Manner of procedures for none none
filing re- requesting
quests for reviews
review.

+ . I 1 ) ? 't / _ ,



I I { { I { { { _ ( ( ! I I I { I I I

Language Principte
Not A[ lowing Potential ty

Sect i on Genera[ E[ect roni c ApO[ i cab[ e to

Ntmrd0er Titte Purpose Systems E{ectronic .Syste_

279.6 Content of requirements none none
request for for identifying
review, and supporting

the request

279.7 Action upon procedural guide- none none
receipt of a Lines following
request for submission
review.

279.8 Determination basis for none none
of the food decision of
stamlOreview review officer
officer.

I
279.9 Legal advice review officer none none

and extension amy consult with
of time. OGC; amy grant

time extensions

Subpert C - Judicial Review

279.10 Judicial grievant may none none
review, appeet determi n-

ation in the U.S.
district court

279.11 In_o[ementation effective date none none
of amend_ts of An_=lment
retating to No. 257
administrative
and judiciat
rev iew.



PART 280 - EMERGENCYFOODASS]STANCE FOR VICTIMS OF DISASTERS

Language PrincipLe
Not ALLowing Potentially

Sect i on Genera L ELect roni c AppL i cabi · to

Number T!tLe Purpose Systems Electronic Systems

280.1 Interim guidelines for none none

disaster temporary standards

procedures, of eligibility for
households who are

victims of a

disaster

_>
I
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PART 281 - ADMINISTRATION OF THE FOODSTNqP PROGRAMON INDIAN RESERVATIONS

Language PrjncJpte
Not AL [ouing PotentiaLLy

section General ELectr_i c A_L icabt· to

Number TitLe. Purpose Systems ELectronic Systems

281.1 Genera t ragu t at i oos none none

purpose and governing the
scope, operation of the

Food Stamp Program
on Indian reserv-

ations

281.2 Adminis- quati fication of none none
tration. Indian tribal

organizations (ITO);

reclui rement of
state service

plan; project

3> area designation;
I and contracts with

4_
_n ITOs

281.3 Oetermin- procedures for none none
ation of determining
fai lure. states fai lure

in adequately
administering
the _SP on

reservat ions

281.4 Determining criteria for none none
Indian tribal ITO capability

organization to administer

capabi [ i ty. FSP on reserv-
ation if wished

by %TO



Language Principle
Not Al(owing Potential [y

Section General Etectronic App[ icab(e to

N,Lmber Title Pur;ose Syst_ ELectrmic Sy_,t_,

281.5 Reslx_sib- administrative none none
tiities of resix_sibi [ i tios
an Indian of ITO
tribe( organ-
ization des-
ignated as
State agency,

281.6 Liebitities ITOs subject to nooe none
and sanctions, same tiabitities

and Federet sanct-
ions as State
agencies

281.7 Indian tribe[ PRS reviews to none none
:_ organization determine faiture
i faiture, of ITO administrat*

o_ ion

281.8 Transfer of transfer of program none none
program administration to/
adminis- from ITO to/from
tration, state agency

e

281.9 Funding. 75% funding of none none
aLt approved admin-
istrative costs

281.10 Apl=eats. appears guidetines none none
and procedures

I I / '
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PART282 - DEt4ONSTRATiON,RESEARCH,ANDEVALUATIONPROJECTS

Language Principle
Not ALLowing Potential [y

Sect ion General Elect roni c AppLicabLe to
Number Title Purpose Systems Electronic System

282.1 Legislative outlines iogis- none (a) Demonstration projects.
authority, iative authority - designed to test program changes that might increase

of the Secretary the efficiency of the food stamp program and improve
in setting up: the delivery of food stamp benfits to eligible
- demonstrat ions; households
- research projects; - the Secretary is authorized to waive all or part of

and - evaluation the requirements of the Act and implementing rogu[-
projects ations necessary to conduct such projects

(b) Research projects.
- undertake reuerch that will help improve the

administration edn effectiveness of the food steep
progrm in delivering nutrition related benefits

:_ (c) Evaluation projects.I
- develop and implement measures for evaluating, on an

-u annual or rare frequent basis, the effectiveness of
the food steep program in achieving its stated
objectives

282.2 project sources of project none The Secretary shall, from time to time, publish a list
initiation, initiation of priority areas being considered for demonstration,

research, and evaluation efforts, and invite and
· consider public commenton such Lists.

282.3 ELigibility. eligibility none States or public or other nonprofit agencies or organ-
criteria izations or individuals are eligible for grants
for grants

282.4 Approval procedures and none ia) Presubmission proposal review.
of prop- criteria for - all suggestions for project operations and formal
osals, proposal approval proposals are subject to OMBcircular A-102



Language PrincipLe

Not AL Lowing Potential [y

Section General ELectronic AppLicabLe to

Number TitLe. Purpose Systems ELectronic Systems

282.4 cont'd. (b) Federal procedures.
- reviewed by s panel of FIlS and departmental reps

- representatives from other depertlltents lasy participat

- proposal shat[ be ranked on criteria outline in (c)

(c) Approval criteria.
- responsiveness to the specific requirements contained

in the notice of intent or RFP

- conceptual development and clarity of measurable

objectives

- pr _obeb__Leeffectiveness to achieve the objectives

- capability of the appLican to conduct the project
- projected cost

- potential benefits
- relationship to other deaxx_stration, research or

evaluation projects

i
_" 282.5 PubLic procedures for none noneGo

notice proc- pubt ishing
edures for general notices,
deeamstration and amended

projects, general notices

282.6 Federal Federal financial none (e) Level of funding.
financial commitments - Grant Awards- Fils shaLL pay alt costs up to the

perticip- Level established at the a_ard
etlon. - Contracts: FNS shaLL pay aLL costs ss established in

in the tern_ of the contract

- Additional funding: subject to existing Federal gran

and contracting procedures
(b) Limitations.

- Federal financing Limited to those projects suarded b

FILS, up to the mount approved in the grant or con-
tract end costs incurred during the projects as

established in the grant or contract
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Language Principle

Not AL towing Potentia[[y

Section General Electronic App[ icab[ e to

Number Title Purpose SYstems Etectronic Systems

282.10 Workfare outlines authority, none none

demonstration purpose, areas of

project, operation, criteria
for participation,
conditions of emptoy-

merit, state agency

respor_ibi [ i t ies, and
coeqol lance monitoring
for workfare dem_-

stration projects

282.11 Catifornia out tines attern, none none
SSI convers- certification and

ion project, issuance procedures
to improve delivery

I of benefits to the

aged, blind, and
disab[ed in Catif-

orni a

282.12 SSI/Eider [y outlines cash-out none none

cash-out project for elderly
demonstration and handicapped

project, persons.

282.13 Work regis- outlines require- none none

tration/job merits for work
search demon- registration

stration programs

project.



Language Principle

Not AL Lo. in9 Potential Ly

Section General ELectronic Applicable to

Number Title Purpose Sy,stems ELectronic $ystemq.

282.14 P_y[venia out[ines project none

food stamp _ere ATPs are
direct del- sent to issuance

ivery demon- sites rather than
stratien to households

project.

282.15 [Reserved]

282.16 Nonth ty outlines demon- none none

reporting/ stretion project

retrospective _ere participating

accounting households wi[t be

demonstration required to submit

3> project, a monthly report as
i condition for eLig-L_

o ibiLity

282.17 Monthly outlines adminis- none none

reporting/ trative end oper-

retrospective ationat proced-
accounting: utes for states
Operational using this sys-

procedures, teffi

282.18 AFDC/Food c_rdinates AFDC none none

stamp consol- and food stamp
idation benefits

demonstration

project.

282.19 Simplified al tous households none none

Application to jointly apply
Demonstration for several assis-

project. Lance programs
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PART 284 - PROVISION OF A NUTRITION ASSISTANCE PROGRANFOR THE COIM4(_&JEALTH

OF THE NORTHERNHARIANA ISLANDS (CNHI)

Language Principle
Not AL Lowing Potential ly

Section General Electr_ic Applicable to

Number Title Purpose Systems Electronic Systems

284.1 General describes the none none

purpose and terms and con-

scope, ditions under which
FSP funds shell be

provided by FNS to
the CNMI

284.2 Authority. FNS authority none none
outline

284.3 Memorandum basis for none none

of under- nutritional
cn standi ng. assi stance

2_.4 Fai Lure penalties for none none
to comply, failure to

comply

284.5 Technical extended by none none
assistance. FNS



PART 285 - PROVISION OF A NUTRITION ASSISTANCE GRANT FOR THE

CCMHONWEALTHOF PUERTORICO

Language PrJnc(pLe

Not Allowing Potentially

Section Genera[ Electronic App[icabte to

Number Title Purpose Syst .ems ELectronic System

285.1 General describes the terms none none

purpose and conditions

and scope, under which grant
funds shall be

provided by FNS
to Puerto Rico

285.2 Funding. FNS provides 100% none none
grant funds

285.3 PLan of required for none none

operation, funding

_>
J 285.4 Approval. FNS must approve none none

plan of operation

285.5 Records PR must submit alt none none

and reports, records required in

plan of operation

285.6 Audits. PR shall provide none none

an audit of expend-
i tures

285.7' Failure penal t ies for none none
to comply, failing to comply

;?85.8 Review. FNS discretion none none

285.9 Technical may be provided none none
assistance, by FNS

I / _ ' ( I ! ', I I
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Language Principle

Not At towing Potential [y
Section General E tectronic App[icab[e to

Number Titte Purpose Systems Etectronic Systems

285.10 Termination criteria for none none

of the Food terminating program
Stamp Program
in the Conm)n-
weatth of

Puerto Rico.

3>
I

_Jq
L_
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Appendix B

ABA GUIDELINES FOR POS SYSTEMS

Financial institutions and retailers have implemented numerous pro-

jects in recent years involving on-line, debit card systems for customer

payment for goods and services at the point of sale. These projects, however,

incorporate different (and often incompatible) technical systems and proce-

dures for processing point of sale (POS) transactions. When such incompati-

bility occurs, debit cards issued for one system cannot be used at POS

terminals deployed for another system.

In an effort to encourage development of systems which will be com-

patible with one another, the American Bankers Association (ABA) organized a

committee in 1985 to develop guidelines for how on-line, direct debit systems

-- should work. The committee included members of the four "national" debit card

organizations -- Cirrus System Inc., MasterCard International, Inc., Plus Sys-

tem Inc., and VISA U.S.A. Inc. The committee released draft guidelines for

industry comment in July 1986. 1 Final guidelines are expected to be released

in August or September 1987.

Although the ABA draft guidelines incorporate numerous references to

standards adopted by the International Organization for Standardization (ISO)

and the American National Standards Institute (ANSI), the guidelines go beyond

the technical standards adopted by these two organizations. That is, the

guidelines address the common procedures to be followed in on-line, debit card

systems as well as areas where technical standards must be followed to ensure

-- inter-system compatibility.

The underlying philosophy behind the guidelines' recommendations is

'-_ that:

· The issuer, or its agents, must authorize each debit
-- transaction (i.e., zero floor limit--no transaction can be

accepted without issuer authorization);

l"Implementation Guidelines for Online Debit Card Systems at the Point

of Sale," American Bankers Association, Payment Systems Policy Board, Retail

Payments Task Force, Ad Hoc Committee, July 9, 1986.
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· Each debit transaction must include a customer-entered

PIN;

· Each debit transaction is a function of a magnetically-

read stripe;

· The acquirer has the option of allowing the merchant to

have the cardholder sign a transaction receipt;

· Each financial transaction approval response causes the

interchange system to effect settlement between the

acquirer and the issuer;

· A customer's receipt is made available to the cardholder

to signify the consummated transaction; and

· The issuer guarantees that the funds for the amount of the

approved interchange transaction will be paid and settled

at the end of the settlement day.

The final ABA guidelines are likely to be supported by the banking

industry, inasmuch as they have been developed by industry representatives and

subjected to a prolonged period of industry review and comment. Some retail

industry groups, however, have expressed concern with a few of the draft

guideline's recommendations (e.g., the recommendation that each debit trans-

action must include a customer-entered PIN). Although the guidelines commit-

tee has considered comments from retail groups in preparing the final guide-

lines, it is not yet clear whether the final guidelines will receive the full

support of the retail industry. Nevertheless, without having an alternative

set of retailer-developed guidelines to be considered, the ABA guidelines are

likely to exert considerable influence on future debit card system

developments.

The ABA guidelines, therefore, are the only effort to date to develop

national standards for on-line, direct debit point of sale systems. If devel-

opers of future Electronic Benefit Transfer (EBT) systems for the Food Stamp

Program wish to reduce administrative and operating costs by integrating their

systems with commercial POS systems, it seems quite likely that the EBT sys-

tems will need to conform to the final guidelines implemented by the ABA.

Adherence to the ABA guidelines also should provide the technical ability for

EBT participants in one state to use POS terminals at grocery stores in

another state, a possible advantage when implementing EBT systems in citie_

near state borders.
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- This appendix provides a review of the draft ABA guidelines, focusing

on those aspects of the guidelines which are particularly relevant for

consideration in future federal regulations for the Food Stamp Program. The

appendix also notes areas in which the final guidelines may differ from the

draft guidelines, based on comments and articles found in recent industry

trade publications.

The draft guidelines are organized along seven major topics:

1) Responsibilities of card issuers;

-- 2) Responsibilities of terminal deployers;

3) Transaction processing;

4) Security;

5) Settlement;

6) Error resolution; and

-- 7) Down-timeprocedures.

Each topic is discussed in a separate section of this appendix.

B.1 RESPONSIBILITIES OF CARD ISSUERS

The ABA draft guidelines discuss five major responsibilities of card

issuers, dealing with (1) the use and characteristics of a standard access

_ card, (2) customer identifiers, (3) processing availability, (4) documentation

of transactions, and (5) customer disclosures. For an EBT system, the State

Agency would be considered the card issuer, although the agency could select a

financial institution or other organization as its authorized agent for

issuing cards or processing transactions.

Standard Access Card

If EBT cards are to be used in a POS interchange system, the

characteristics of the card (i.e., material; size; shape; and positioning of

-- the magnetic stripe, signature panel, and embossing) must conform to standards

issued by the International Organization for Standardization (ISO). Relevant

-- ISO standards for standard access cards are 1073/1, 1073/2, 7810, 7813.

7811/1, and 7811/2.
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The card issuer must encode Tracks 1 and 2 of the card's magnetic

stripe. Detailed information on the data which must be encoded (and their

location on the magnetic stripe) is contained in Section 2.6.3 of the draft

guidelines.

The draft guidelines state that the Primary Account Number (defined in

the next section) must be embossed on the card. An inter-industry advisory

group reviewing the draft guidelines is proposing that the cardholder's name

and the card's expiration date also must be embossed. This proposal may or

may not be adopted in the final guidelines.

Customer Identifiers

Primary Account Numbers (PANs) and Personal Identification Numbers

(PINs) must be used to uniquely identify the customer using a debit card.

The PAN is used to identify the customer account relationship for POS

interchange transactions. It must be encoded on both Track 1 and Track 2 of

the magnetic stripe, and it must be embossed on the card. The PAN includes

the Issuer Identification Number (IIN), which includes the issuer's Major

Industry Identity (MII); the Individual Account Identifier (IAI); and a Check

Digit (TCD).

The Issuer Identification Number (IIN) allows the acquirer (an

institution which acquires from the card acceptor the financial data relating

to a POS transaction and initiates those data into an interchange system) to

distinguish the appropriate path to route a transaction for authorization and

processing. A U.S. card issuer must apply to the American National Standards

Institute (ANSI) for the assignment of an IIN in accordance with the

procedures identified in ISO 7812. At present, no MII code (a part of the

IIN) appears to exist for governmental agencies.

Each debit card must have a Personal Identification Number (PIN)

associated with the PAN. The combination of the PAN and the PIN serve as the

basis for authentication of the identity of the person using the card. Either

the card issuer or the customer may select the PIN. It must contain from 4 to

12 characters, each character being either alphabetic or numeric.

Card issuers are responsible for assuring the confidentiality of the

PIN at all times during card generation, card delivery/issuance, card storage,
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-- PIN verification, and card destruction. The card issuer or its authorized

agent is responsible for verifying the PIN prior to authorizing each

transaction.

Processing Availability

The card issuer or its authorized agent is responsible for receiving

and processing transactions from a POS terminal which are initiated with one

of its issued cards. Processing capabilities must be available 24 hours a

day, 7 days a week.

The draft guidelines do not specify system "uptime" requirements. An

inter-industry advisory group is recommending that uptime requirements be set

and that stand-in processing be mandated. (Stand-in processing allows an

intermediate network facility, or switch, to compare a cardholder's identity

-- against a negative file and to authorize the transaction if (a) the cardholder

is not on the negative file, and (b) the card issuer cannot process the trans-

-- action at all or within a specified time period.) It is not known at the

present time whether or not the final guidelines will adopt these

recommendations.

Documentation of Transactions

To comply with the Federal Reserve Board of Governors Regulation E,

each card issuer must be capable of providing to its cardholders monthly

statements which detail the location of each POS transaction and the amount of

the transaction.

Customer Disclosures

The PIN serves as an "electronic signature" in on-line, debit card

systems, and each card issuer must disclose the limitations of liability

-- associated with use of the PIN and debit card. Such disclosure must clearly

inform the customer of his or her rights and responsibilities with regard to

-- security and use of the PIN and any limitations which the card issuer will

place on the customer when using the PIN. (The draft guidelines do not

-- provide examples of possible limitations on use.)
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The draft guidelines explicitly prohibit balance inquiry transactions

at POS terminals operated by store clerks. The purpose is to prevent the

disclosure of balance information to anyone other than the cardholder.

If the debit card allows access to more than one type of financial

account (e.g., savings or checking), the card issuer must inform the customer

which account will be accessed when transactions occur at POS terminals which

cannot specify which account is to be accessed.

Finally, the card issuer must inform customers under what

circumstances it will disclose information about the customer's account to

third parties. The draft guidelines recommend that card issuers adopt the

Federal Reserve Board Model Disclosure Form, which provides that disclosure

will be made under four circumstances:

1) When it is necessary for completing transactions;

2) To verify the existance and condition of the customer's

account for a third party;

3) To comply with government agencies or court orders; and

4) With the customer's written consent.

B.2 RESPONSIBILITIES OF TERMINAL DEPLOYMENT

The draft guidelines provide minimum requirements associated with the

deployment of terminals in a debit card POS system. These requirements

encompass operational procedures, transactions supported, and minimum hardware

requirements.

Operational Procedures

The customer must be present to enter the PIN to initiate any

transaction requiring PIN use. PIN use is required for all transactions

affecting a cardholder's account except subsequent credits to the account

which are generated as a result of a purchase return or a merchant/acquirer-

generatedcorrection.

The customer's card normally must be used, and the terminal equipment

must be able to read the card. Card use is not required for subsequent

credits to the cardholder's account.
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-- The customer is the only person who may enter the PIN. Other

information may be entered either by the customer or the merchant.

Both the customer and the merchant must have visual verification of

the amount of the transaction. The customer must indicate approval of the

-_ transaction amount, either by pressing the appropriate terminal function key,

by entering the PIN (if entered after visual verification of the amount), or

-- by signing a merchant-retained receipt. The inter-industry advisory group

acknowledges that visual verification is preferred, but it suggests that other

acceptable methods of customer verification be allowed until existing POS

equipment is upgraded to meet the visual verification requirement.

A receipt must be provided to the customer following each

transaction. Manually provided receipts are allowed only at attended

terminals where account selection is not offered. Section 3.1.7 of the draft

guidelines provides a listing of information which must be printed on the

receipt.

Standard response codes must be displayed or printed at the

terminal. Section 3.1.8 of the draft guidelines provides a listing of the

-- standard response codes for on-line, debit card systems.

Ail information required for processing the transaction must be

captured at the point of sale and transmitted to the acquirer.

-- Transact ions Supported

The following six transaction types must be supported at the point of

-- sale:

1) Authorization - commits the card issuer to honor a

.__ subsequent purchase up to the amount specified, within a
two-hour time limit;

2) Purchase (including cash back, if allowed);

3) Merchandize return;

-- 4) Creditadjustment;

5) Balance inquiry; and

6) Cancel/void - may be operator initiated or generated as a

result of terminal time-out; must occur before receipt is

printed.

B-9



The requirement that balance inquiry transactions be supported, together with

the previously mentioned requirement that balance inquiries may not occur at

attended terminals, appears to indicate that unattended terminals must be

available within the store. The draft guidelines, however, offer no explicit

statement along these lines. It may be the case that access to account

balance information from a regular touch-tone telephone (as available in the

Reading EBT system) would meet this requirement.

Minimum Hardware Requirements

The POS terminal must be capable of reading either Track 1 or Track 2

of the magnetic stripe. If the stripe reader is inoperable, the merchant has

the option of entering the account number from the embossed card. This

condition must be recognized by the terminal and identified within the

interchange message, as it may affect which party (or parties) is liable for

errors.

The POS terminal must be able to accept and encrypt a 4 to 12

character PIN. The PIN must never be displayed "in the clear." The terminal

must be capable of accepting changes to its encryption key on a periodic

basis.

If the terminal's PIN-pad is inoperable, the merchant has the option

of allowing the transaction. This condition must be recognized by the

terminal and identified within the interchange message, as it may affect which

party (or parties) is responsible for errors.

Terminals must be able to lock the keyboard (except for cancel or void

entries) while a transaction is being processed. This will prevent multiple

entry of data from a single transaction.

The draft guidelines recommend that every POS terminal have a "time-

out" function set to no less than 45 seconds. The guidelines do not address

maximum acceptable response times at the terminal. (Response time refers to

the time which elapses between transmitting a transaction authorization

request from the terminal to the network and the receipt at the terminal of an

authorization message.) Recent reports, however, indicate that there appears

to be a concensus that the final guidelines should address system response

times. One industry group is proposing that 90 percent of all transactions be
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-- responded to within 10 seconds, with the remaining 10 percent being responded

to within 35 seconds.

In conjunction with the above proposal, there is a possibility that

the final guidelines will drop the 45-second time-out standard altogether, or

__ replace it with a standard that varies according to the number of nodes

involved in processing or with transaction routing distance.

-- The terminal must be capable of displaying or printing a minimum of 16

alphanumeric positions to display transaction data and response messages.

Except at attended terminals which do not allow account selection, a

printer must be attached to each POS terminal.

-- The draft guidelines recommend that -- if the merchant allows account

selection -- the terminal provide separate function keys for each account

._ type.

At terminals requiring card insertion, the terminal should retain the

card when the response message is, "Pick Up Card." At other terminals, the

merchant is expected to make a reasonable attempt to retain cards when

_ receiving such messages.

The terminal must be able to recognize when a transaction has been

completed and to generate a completion response back to the acquirer.

B.3 TRANSACTIOX PROCESSING

The ABA draft guidelines describe the cardholders' transactions that

should be available in an on-line, debit card POS system and the "system

transactions" that should be accommodated. The guidelines include

descriptions of the transaction types that can be supported, message types,

message flows, and message formats associated with the transactions. Inasmuch

as most of these guidelines are quite detailed and technically oriented, this

-- appendix provides only a general overview of the ABA's transaction processing

guidelines.

Transactions Supported

-- Each transaction processed by an on-line, debit card POS system

requires the exchange of a pair of messages: either a request and a response,
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or an advice and an acknowledgement. A "request" message is used to obtain an

authorization decision or a service. Requests may be either approved or

declined by the receiver, and may be reversed by the sender, if necessary. An

"advice" message is used to notify the receiver of an action or event that has

occurred, and it must be accepted. Although receivers cannot decline advice

messages, the effect of an advice may be cancelled by the receiver through the

use of a return item. (See Section B.6 for a discussion of return items.)

Except for communications between terminal deployers and acquirers,

all other transactions in an on-line, debit card POS system require only a

single exchange of messages (single-commit protocol). This protocol reduces

communication costs by eliminating, for instance, acknowledgement messages

between an intermediate network facility and the card issuer.

With respect to cardholders' transactions, the minimum set of

transactions that must be supported has been described in Section B.2 of this

appendix. The following "system transactions" also must be available in the

system:

· File-related messages to review or update cardholders'

information maintained by a processor for use in stand-in

processing;

· Reconciliation messages that convey system settlement

information to acquirers and issuers;

· Administrative messages for handling miscellaneous

requirements (such as retrieval requests) and for

conveying certain error conditions; and

· Network management messages to request routine network

functions and to indicate receipt of advice messages for
stand-in.

Message Types

The draft guidelines explain message type identifiers and define which

message types are used to process cardholder and system transactions. Message

type identifiers include: file processing messages, reversal messages,

reconciliation messages, administration messages, and network management

messages.
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-- Message Flows

The draft guidelines describe the appropriate message flows among the

-- acquirer, intermediate processors (switches), and the card issuer for each

type of message. The guidelines also indicate the required data to be

contained in each message, their required format, and appropriate message

codes.

B.4 SECURITY

The draft guidelines discuss appropriate security measures to be

followed for Personal Identification Numbers, message authentication, key

management, and interchange. The guidelines cover mandatory and optional

security procedures and the liability for nonobservance.

-- Personal Identification Numbers

ANSI standard X9.8 provides recommended procedures for PIN generation,

assignment, delivery and issuance, and replacement.

The terminal deployer is responsible for providing equipment (i.e., a

PIN-pad) and for protecting the processing of the PIN by the terminal and its

transmission to the network. The card issuer or its authorized agent is

responsible for PIN verification.

The draft guidelines do not address the possibility that PIN verifica-

tion might occur within the POS terminal (as in the Reading EBT system).

Given the amount of detail the guidelines provide on PIN encryption before

-- message transmission through the POS network, it seems unlikely that terminal

verification of the PIN would be consistent with the guidelines.

-- PINs must be encrypted using a Data Encryption Algorithm (DEA) unless

they reside in or are being processed by a "physically secure device." A

_ "physically secure device" is a hardware device that has a negligible proba-

bility of being successfully penetrated to disclose all or part of any crypto-

graphic key or PIN resident within the device.

A PIN entry device that does not meet the above requirement must meet

the following conditions:
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· The PIN shall be DEA encrypted;

· Successful penetration of the PIN entry device shall not

permit disclosure of any previously entered PIN, even if

the encrypted form of that PIN is known; and

· Successful penetration of the PIN entry device which does

allow detection of secret information (i.e., PIN or

encryption key) shall lead to such physical damage to the

device that it cannot be placed back in service without
detection.

The PIN must be encrypted using DEA whenever it cannot be physically

secured.

Message Authentication

Message authentication provides protection against accidental or

deliberate alteration of messages between sending and receiving parties. The

draft guidelines state that use of message authentication is optional. If

message authentication is used between two parties, however, all messages

between the two parties must include message authentication.

During the current review process of the ABA's draft guidelines, some

industry groups are arguing that message authentication techniques and

technologies are too costly for small-dollar consumer payments, and that they

are not worth the trouble. It is expected that the final guidelines will drop

this requirement. Presumably this means that if message authentication

between two parties is used for large-dollar transactions, it need not be used

for all transactions.

If message authentication is not used between the merchant and the

acquirer, the acquirer is liable for any financial loss that results from

altered messages.

If message authentication is not used between the acquirer and the

card issuer, the liability for any financial loss resulting from altered

messages rests with the party that decided not to use message authentication.

Message authentication is implemented by using a DEA algorithm to

create a Message Authentication Code (MAC). The MAC should be based on the

entire content of the message, and it should be transmitted together with th+_

rest of the message. The encryption key used to generate the MAC shall b_
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-- shared between the sending and receiving parties. It need not reside in a

"physically secure device."

Key Management

PIN Encryption Keys (PEKs) and Message Authentication Keys (MAXs)

should be changed periodically, or on a random basis. The keys are sensitive

data and should be protected within a "physically secure device."

A unique key must be used between any two facilities. For example, an

intermediate network facility (a network switch) must use different keys with

every sender and receiver with which it communicates.

Interchange Security Procedures

The draft guidelines provide recommendations covering policies related

to:

· Investigative procedures, fees, and reports;

· Recovery of cards and rewards to merchants; and

-- · Reporting of lost and stolen cards.

With respect to investigative procedures, fees, and reports, each

system participant is obligated to provide necessary information to other

participants to assist with error resolution. Participants are entitled to

_ reimbursement for actual expenses and for hourly investigative fees. Hourly

fees are established by the network's governing rules for the transaction.

-- A state welfare agency, acting as a card issuer in an EBT system, is

likely to encounter situations in which it must request investigative

services. If a recipient disputes the amount of an EBT transaction, for

instance, the State Agency would have to request supporting documentation

about the transaction from the transaction acquirer. The State Agency,

therefore, would have to be prepared to reimburse the transaction acquirer for

its investigative work. Of course, if the expected investigative fees exceed-

- ed the amount in dispute, the State Agency could decide to accept the rec£p-

ient's claim without further investigation. Some disputes could involve sub-

stantial dollar amounts, however, and even for small dollar disputes _k,

agency might decide that the integrity of the program requires the dispute
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be fully investigated. Thus, the State Agency should be prepared to pay

investigative fees when investigation is needed.

There seem to be very few instances in which a card issuer needs to

respond to an investigative request. The only situation in which this might

occur is if, after investigating an error, the transaction acquirer and the

State Agency are in disagreement as to who is liable for any losses. This

sort of disagreement would go before arbitration (see Section B.7), and the

State Agency might have to respond to information requests from the trans-

action acquirer.

Each acquirer and terminal deployer should use its best efforts to

recover a card by reasonable and peaceful means if the acquirer is advised by

the issuer to recover a card. Recovered cards should be cut through the

embossed account number (without damaging the magnetic stripe). If required

by network agreement, the pieces of the recovered card should be returned to

the card issuer.

A participant who receives a customer report of a lost or stolen card

should promptly notify the card issuer by telephone. The participant also

should advise the cardholder to report the lost or stolen card to the card

issuer.

B.5 SETTLEMENT

Settlement is the actual exchange of value relating to any transaction

processed in a debit card, POS interchange system. The ABA's draft guidelines

cover issues related to settlement accounting, reconciliation, transaction

dating, and currency conversion. Currency conversion will not be needed for

EBT systems in the Food Stamp Program, and this appendix does not discuss it.

Settlement Accounting

The following issues must be agreed upon by all participants in a

debit card, POS interchange system:

· Currency of settlement;

· Allowable value dates;

· Settlement entity; and

· Fee collection cycle.
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The participant responsible for calculating settlement positions should post

value at the settlement entity at prearranged times, based on the accumulation

of transaction values for the value date that is being settled.

Clearing accounts may be established at a single clearing bank,

multiple clearing banks, or with the Federal Reserve System. The participant

responsible for calculating settlement positions must post entries at the

clearing bank(s) that will be offset by entries presented by the

participant(s) responsible for reconciling the settlement position.

Settlement should occur on any Monday through Friday that is not a

holiday observed by all U.S. Federal Reserve Banks.

Fees may be processed either on-line or off-line, on any cycle that is

agreeable to all parties. Fees may be netted out of settled transaction

values, or they may be paid and collected through separate transactions.

-- Reconciliation

Prior to participating in a debit card, POS interchange system, all

-- participants must agree on which participant(s) will calculate settlement

positions and which participant(s) must reconcile to the calculated settlement

positions.

Transaction Dating

To enable correct settlement procedures, each participant must

understand and agree to the value date of a transaction. Each participant

must accumulate value for settlement processing based upon the established

value date.

B.6 ERROR RESOLUTION

All participants in a debit card, POS interchange system must agree on

procedures for error resolution. Recommended procedures are provided in the

draft guidelines, and these recommendations cover the definition of an error,

procedures for error resolution, requests for information and fulfillment,

-- return items, specific return item reason procedures, and arbitration.
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Definition of an Error

Recommended error definitions follow those defined in the Federal

Reserve Board of Governors Regulation E. Regulation E also discusses error

resolution time periods, required notices for the customer, and how long

records must be retained.

Procedures for Error Resolution

To resolve an error, a system participant may need access to records

maintained by another system participant. All system participants must

cooperate in providing needed information for error resolution.

If customers contact either a merchant, the acquirer, or an

intermediate network facility about a possible error, these participants must

advise the cardholder to contact the card issuer.

If system participants provide incorrect data concerning an error

resolution to a card issuer, or if the data are not provided on a timely

basis, the card issuer may have rights to recover (through arbitration)

certain monetary losses that it suffers as a result of the participant's

actions.

Request for Information and Fulfillment

The draft guidelines confirm the card issuer's right to request

additional information from system participants. The guidelines provide

details on how system participants may fulfill their obligation to provide

requested information.

Return Items

By eliminating floor limits and paper settlement, the majority of

return items normally associated with credit card processing are not

applicable to debit card processing. Anticipated reasons for return items in

a debit card, POS interchange system are:

· Disputed transaction amount;

· Credit posted as a debit, or debit posted as a credit;

· Multiple processing;
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· Credit not received;

_ · Fraudulent transaction;and

· Delinquent settlement.

-- Once a card issuer determines that a transaction was erroneously

presented, it may initiate a return item to the acquirer. The return item

-- will serve to correct the error. If the acquirer believes that the original

transaction was correct, it may process a second presentment of the

transaction. If the issuer believes the second presentment is invalid, it may

petition for arbitration.

Specific Return Item Reason Procedures

The draft guidelines provide detailed procedures which are suggested

for use by participants when processing return items or second presentments.

Separate procedures are given for each reason for processing a return item.

Arbitration

Arbitration is to be handled by review boards established by

individual networks. Each network operator should implement procedures for

-- the arbitration and settlement of agreement violations.

-- B.7 DOWN-TIME PROCEDURES

The draft guidelines discuss the procedures that may be followed and

-- the resulting liability that occurs when transactions are processed while

various components of the interchange system are not working. The components

_ are: issuer authorization, PIN-pads, the magnetic stripe data, the POS

terminal, the communications system, the cardholder's signature, the

transaction receipt, and settlement.

Issuer Authorization

The card issuer must approve an on-line, debit card transaction if it

is to be settled. If a component of the interchange network is inoperable or

"down", it will be impossible for the issuer or its agent to authorize.
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transactions. If an acquirer unilaterally decides to complete a transaction

under these circumstances, it does so at its own risk.

Pin-Pad Down-Time Procedures

PIN-pads must be provided at the point of sale. If the PIN-pad is

inoperable, however, the merchant has the option of allowing the transaction

to be entered into interchange. If this option is implemented, the acquirer

will be liable for return items under certain conditions.

Magnetic Stripe Down-Time Procedures

If a terminal's card reader is inoperable, merchants may key-enter the

embossed account number and, if available, the expiration date from a debit

card. The acquirer generally assumes liability for return items when this

occurs, even if the PIN is verified by the card issuer. If merchants maintain

imprinted receipts, any return items from the card issuer may be remedied by

presenting the proper account number and/or the cardholder's identity.

The draft guidelines do not address appropriate procedures to follow

if the magnetic stripe on the cardholder's card has been damaged and cannot be

read.

Merchant Terminal Down-Time Failure Procedures

If the merchant's terminal is inoperable, the acquirer has the option

of allowing the merchant to capture all necessary information (except the PIN)

manually for subsequent entry when the terminal is repaired. The acquirer

assumes liability if the transaction is not authorized by the card issuer.

Communications Outage Procedures

If the acquirer can capture all necessary information from the

terminal but cannot receive authorization from the card issuer due to a

communications outage, the acquirer may, at its risk, store the transaction

request for subsequent transmission to the issuer.
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_ Signature

Whenever a down time situation occurs, merchants may require

_ cardholders to sign a POS terminal receipt or an imprinted sales slip.

Merchants are not responsible, however, for comparing the signature on the

card with the signature on the receipt.

Transaction Receipt

The merchant must always provide the cardholder with a receipt of the

completed transaction. The merchant should retain a copy of the receipt to

accommodate the error resolution procedures of Regulation E.

-- Settlement

All settlement must be processeR as on-line, financial transactions

-- that are approved by the issuer. The only exception is when the acquirer can

remedy a return item for an account number that was erroneously key-entered.

This is done by submitting to the issuer a copy of the imprinted account

number and the cardholder's name.
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Appendix C

REGULATION E

The principal body of federal regulation concerning point-of-sale

electronic funds transfer systems is found in the Code of Federal Regulations,

-- Title 12 (Banks and Banking), Chapter II Federal Reserve System, Part 205

(Electronic Fund Transfers), more commonly known as "Regulation E." The

-- fundamental purpose of the regulations is to establish "the basic rights,

liabilities, and responsibilities of consumers who use electronic money

transfer services and of the financial institutions that offer these services

(Sec. 205.1(b)).

__ The applicability of Regulation E to an EBT system is unclear, as

noted in Chapter 3 of this report. Food stamp benefits are not money and food

stamp agencies are not financial institutions in the normal sense of those

terms. The USDA Office of the General Counsel ruled in the context of the

Reading demonstration that Regulation E did not apply. Nonetheless, the regu-

v lation may establish conventional practices to which an EBT system might

desire to conform, and it might become applicable to an EBT system that is

-- integrated with a commercial POS system.

Accordingly, this Appendix briefly reviews the main principles in

-- Regulation E that might be applicable in an EBT environment.

_ Section 205.5 -- Issuance of Access Devices

A financial institution may issue an access device (e.g., card) to a

consumer only upon request, or as a renewal of or substitution for an existing

access device. Under certain circumstances, unsolicited access devices may be

offered.

Section 205.6 -- Liability of Consumer for Unauthorized Transfer

The consumer is liable only if the unauthorized transfer is accessed

by an accepted device (e.g., card) that the financial institution has safe-

guarded to identify the consumer and if the financial institution has provided

the following information in writing:
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(1) A summary of the consumer's liability;

(2) The telephone number and address of the office to be
notified in case of unauthorized EFT; and

(3) The financial institution's business hours.

If all these conditions are met, the consumer is normally liable for at most

$50.

If the consumer fails to notify the financial institution within two

business days after learning of loss or theft of the access device, liability

increases to at most $500 or the sum of $50 and unauthorized transfers that

occurred after the two days and prior to notification, whichever is less.

Similar liability applies if the consumer fails to notify the institution

within 60 days of receiving a periodic statement (required under Section

205.9) documenting unauthorized transfers.

Section 205.7 -- Initial Disclosure of Terms and Conditions

The financial institution is required to disclose in writing a summary

of the consumer's rights, the phone number, address, and business hours of the

financial institution, and issues of liability, among other information.

Section 205.8 -- Change in terms

If any of the rules outlined under Section 205.7 change, the institu-

tion is required to send written notice to each consumer. A statement remind-

ing consumers where to call/write in case of errors or questions about trans-

fers must be sent at least yearly.

Section 205.9 -- Documentation of Transfers

To aid consumers in monitoring their accounts, financial institutions

must send them statements summarizing account activity for each monthly (or

shorter) cycle in which an electronic fund transfer has occurred. This sec-

tion also mandates issuance of receipts for transactions at electronic

terminals.
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Section 205.10 -- Preauthorized Transfer

If a consumer's account is to be credited via EFT by the same payor at

_ least once every 60 days, the financial institution must provide notice of the

transaction by one of the following means:

_ (1) Oral or written notice within two business days after
the transfer; or

(2) Providing a telephone line which the household could
call to ascertain whether or not the transfer had

occurred.

Section 205.11 -- Procedures for Resolving Errors

_ In this section, principles and procedures are established for the

definition, notification from consumer, and investigation by the financial

institution of any errors that might occur under an EFT system. Procedures to

be followed after the financial institution determines that an error has or

has not occurred are also outlined.

The key provision of this section is that the financial institution,

upon receiving consumer notification of an error, must investigate and respond

within 10 days, or respond within 45 days but allow the consumer access to the

disputed funds in the interim.
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_ AppendixD

THE PRIVACY ACT

The Privacy Act of 1974, as amended, establishes principles governing

federal agencies (and other entities operating under contract with federal

-- agencies) in the maintenance of records on individuals. 1 The key provisions

of the Act are summarized below.

Conditions and Accounting of Certain Disclosures

-- Any disclosures of the records under an agency's control are

restricted to the employees of the agency, law enforcement officials, and

-- other state and federal agencies unless written consent is given by the

individual to whom the record pertains. Each agency must keep account of the

date, nature, and purpose of the disclosure.

Access to Records

The agency must honor the request of any individual to review records

pertaining to him/her within 10 business days of the request. Further, any

alterations requested by the individual must be addressed within 10 business

days of the request.

Agency Requirements

Only information that is relevant to the agency's purpose(s) may be

maintained, and whenever possible, it should be collected directly from the

-- individual. When asked for information, each individual must be informed of

who wants to know and why, what will be done with the data, and the

_ consequences, if any, of not providing the requested information.

Each agency must publish in the Federal Register, at least annually, a

-- notice of the "existence and character" of each system of records it

maintains.

-- Among other requirements, agencies handling information must establish

(a) rules of conduct (and penalties for noncompliance) for persons involved

1
See Section 552a of the U.S. Code.
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with the records and (b) appropriate safeguards to insure the security and

confidentiality of the records.

Civil Remedies

Whenever an agency fails to comply with any of the rules outlined in

the Act, the individual(s) affected may bring a civil action suit against the

agency. If the court determines that the agency acted in a willful manner,

the United States shall be liable to the individual for actual damages (at

least $1,000) and legal/court fees.

Criminal Penalties

Any employee of an agency who abuses access to the records maintained

by his/her employer may be found guilty of a misdemeanor and fined up to

$5,000.
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